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Disclaimer  

 

This guidebook is one of the project deliverables of “Assist Hong 

Kong SMEs in connecting with global Internet of Things (IoT) 

industries and enhancing technology capabilities”.  This project 

is supported by Government of the Hong Kong Special 

Administrative Region, Trade and Industry Department of the SME 

Development Fund.  Hong Kong Wireless Technology Industry 

Association Limited is the applicant and organizer while Hong Kong 

Productivity Council is implementation agent.   

 

Any opinions, findings, conclusions or recommendations 

expressed in this material / event (or by members of the Project 

team) do not reflect the views of the Government of the Hong 

Kong Special Administrative Region, Trade and Industry 

Department or the Vetting Committee of the SME Development 

Fund and the Dedicated Fund on Branding, Upgrading and 

Domestic Sales (Organisation Support Programme). 

 

All information in this guidebook is for reference only.  The 

publisher and associated organisations are not liable for any loss 

or damage whatsoever arising out of or in correction with any 

information in this guidebook.   
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Preface 

Internet of things (IoT) is the key enabler to connect all things, it is 

next industrial revolution which is now changing our living in many 

ways that we never imagined before.  Also, the 5G service in 

parts of Hong Kong was launched on 1 April 2020.  This helps to 

enable most internet of things (IoT) and as smart city is essentially 

relied on IoT to function, 5G and smart city is inextricably linked.    

 

To develop IoT locally, it is beneficial to capitalise on the global 

technological infrastructure, such as the rapidly developing 5G 

mobile network that enables a faster data processing time and a 

connection of more IoT devices. It is also imperative to make 

alignments with the current standards regarding the IoT 

technologies and cyber security.  

 

Hong Kong has many talents enterprises in the information & 

communication technology (ICT) and electronic industries; 

however, the development of IoT products is affected by the 

inadequate connections between electronic and ICT industries.  

In addition, both industries are lacking in the resources to 

interpret the standards regarding to the IoT technologies and 

cyber security.   
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To improve this situation, Hong Kong Wireless Technology Industry 

Association (WTIA) consigned Hong Kong Productivity Council 

(HKPC) to obtain the approval on SME Development Fund from 

Trade and Industry Department to launch two seminars, standards 

studies, ten technical workshops and a one-day TechConnect 

conference, supporting the enterprise to gain the first hand 

information about the latest standards and IoT technologies.  

This could help to tighter the connections between the enterprises 

and their counterparts worldwide, and ultimately augment their 

competitiveness. 
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1. Internet of Things 

Imagine a world where billions of objects can sense, communicate 

and share information, all interconnected over public or private 

Internet Protocol (IP) networks. These interconnected objects 

have data regularly collected, analyzed and used to initiate action, 

providing a wealth of intelligence for planning, management and 

decision making.  This is the world of the Internet of Things (IoT).  

 

The IoT concept was coined by a member of the Radio Frequency 

Identification (RFID) development community in 1999, and it has 

recently become more relevant to the practical world largely 

because of the growth of mobile devices, embedded and 

ubiquitous communication, cloud computing and data analytics.1 

 

IoT is the key enabler to connect all of things, it is the next 

industrial revolution which is now changing our living in many 

ways that we never imagined before.  IoT is not a single 

technology, but it is a mixture of different hardware and software 

technology.  The IoT providers’ solution based on the integration 

of information technology, which refers to hardware and software 

                                                      
1 Infocomm Media Development Authority 

https://www.imda.gov.sg/-/media/imda/files/industry-

development/infrastructure/technology/internetofthings.pdf%3Fla%3Den  

https://www.imda.gov.sg/-/media/imda/files/industry-development/infrastructure/technology/internetofthings.pdf%3Fla%3Den
https://www.imda.gov.sg/-/media/imda/files/industry-development/infrastructure/technology/internetofthings.pdf%3Fla%3Den
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used to store, retrieve and process data and communication 

technology which includes electronic systems used for 

communication between individuals or groups.2 

 

The focus of IoT projects is gradually transitioning from low-

hanging-fruit-type applications involving low-power, wide-area 

networking to more data-hungry applications. And 5G could 

ultimately be a pivotal technology in driving that shift.  

 

Figure 1-1: Generations of Mobile Networks 

 

The first generation mobile network (1G) was all about voice.  2G 

was about voice and texting; 3G was about voice, texting, and data; 

                                                      
2 Keyur K Patel, Sunli M Patel, P G Scholar, CArios Salazar. (2016). Internet of Things-

IOT: Definition, Characteristics, Architecture, Enabling Technologies, Application & 

Future Challenges.  



Assist Hong Kong SMEs in connecting with global Internet of Things (IoT) 
industries and enhancing technology capabilities 

Hong Kong Wireless Technology Industry Association 
Hong Kong Productivity Council 

Page 20 of 151  

4G was everything in 3G but faster and 5G will be even faster, 

which is fast enough to download a full-length HD movie in 

seconds.3 

Figure 1-2: Difference between 4G and 5G 

 

The current 4G standards including NB-IoT, LTE-M and LTE, which 

remains integral parts of early releases of 5G, are providing mobile 

IoT solution for smart cities, smart logistics, and smart metering, 

but only in small pockets so far.  With 4G speeds reaching 

comfortable download speeds up to 2Gbps, expect the next jump 

to 5G pushing the mobile performance from 2.4Gbps (current LTE 

Cat 20) topping out at nearly 20Gbps, enhancing the performance 

                                                      
3 PROF. DR. MUSTAFA ZİHNİ TUNCA. (2019). 5G’ye hazır mıyız? 

http://tunca.info/2019/08/18/5gye-hazir-miyiz-2/ 

http://tunca.info/2019/08/18/5gye-hazir-miyiz-2/
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and capabilities of newly wired fiber-optic networks.  The 5G 

network will especially help establish the IoT as an indispensable 

part of world, by lying the foundation of unleashing its fully 

potential.  

 

5G promises a more IoT friendly ecosystem, with vast 

improvements over the current capabilities of the 4G.  5G allows 

extremely fast data speeds, such as to render 4G as sluggish, 5G 

also means latency of a mere 1 millisecond.  It means one can 

download an HD film in seconds.4 

 

Figure 1-3: Downlink Speeds Technical Generation 

                                                      
4 Getting to 5G: Comparing 4G and 5G System Requirements. 

https://www.qorvo.com/design-hub/blog/getting-to-5g-comparing-4g-and-5g-system-

requirements 

https://www.qorvo.com/design-hub/blog/getting-to-5g-comparing-4g-and-5g-system-requirements
https://www.qorvo.com/design-hub/blog/getting-to-5g-comparing-4g-and-5g-system-requirements
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However, 5G is much more than just fast downloads; its unique 

combination of high-speed connectivity, very low latency and 

ubiquitous coverage will support smart vehicles and 

transportation infrastructure such as connected cars, trucks, and 

buses, where a split second delay could mean the difference 

between a smooth flow of traffic and a 4-way crash at an 

intersection. 

 

5G will enable us to control more devices remotely in applications 

where real-time network performance is critical, such as remote 

control of heavy machinery in hazardous environments, thereby 

improving worker safety and even remote surgery.  Compared to 

the 4G LTE, it will be able to embrace up to 100 times more 

connected devices per unit area. 

 

5G is not just a farfetched technology, vendors around the world 

have been in a fierce competition to offer operators 5G equipment 

and lead the way in the digital era.  The capabilities of the fifth 

generation technology are tremendous and so far, Asia has proven 

itself as a pioneer in this field.  Consumers in South Korea - where 

nationwide 5G mobile network had been launched in a world first, 

Hong Kong had released its 5G spectrum roadmap and China had 

just issued 5G licenses for commercial use.  

 

China is currently testing 5G across all major cities and provinces, 
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including Shanghai, ahead of commercial launches next year.  It 

is forecast that 28% of China’s mobile connections will be running 

on 5G networks by 2025, accounting for about a third of all 5G 

connections globally by this point. 

 

IoT solution will connect more than 75 billion devices by 2025, 5G 

and IoT together will bring the world a faster, smarter future.  

With 5G and IoT, the facilities will continue improving to send 

critical upgrades to entire networks without freezing functionality, 

halting operations, or overheating and overloading servers.  5G 

and IoT will be used to improve quality of life for everyday users 

from personal application to fundamentally changing how we 

work and how we live.56 

 

IoT is just like a system, which is driving an event architecture. 

Different model-driven and function-driven approaches will 

coexist and the system can have mulita- agent systems by itself.  

 

                                                      
5 The State of 5G and IoT | Current and Future Applications. 

https://www.telit.com/blog/state-of-5g-and-iot-current-future-applications/ 

6 What 5G Means for The Future of Internet of Things.  

https://www.ecnmag.com/blog/2019/01/what-5g-means-future-internet-things 

 

https://www.telit.com/blog/state-of-5g-and-iot-current-future-applications/
https://www.ecnmag.com/blog/2019/01/what-5g-means-future-internet-things
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2. Development Trend of Internet of Things 

2.1  Marketing Opportunities 

According to the latest research by Transforma Insights’ Total 

Addressable Market (TAM) Forecast published on May in 20207, 

there were 7.6 billion IoT devices connected in 2019 and 

forecasted 24.1 billion of device connected in 2030, compound 

annual growth rate (CAGR) of 11%. 

 

 
Figure 2-1: Forecast of connected devices 

 

                                                      
7 Global IoT market to grow to $1.5trn annual revenue by 2030 

https://www.iot-now.com/2020/05/20/102937-global-iot-market-to-grow-to-

1-5trn-annual-revenue-by-2030/  

https://www.iot-now.com/2020/05/20/102937-global-iot-market-to-grow-to-1-5trn-annual-revenue-by-2030/
https://www.iot-now.com/2020/05/20/102937-global-iot-market-to-grow-to-1-5trn-annual-revenue-by-2030/
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The short range technologies like Wi-Fi, Bluetooth and Zigbee are 

not only majorly dominated in 2019 about 74%, but also in 2030 

about 72%.  Public networks like cellular networks will be 

increased from 1.2 billion in 2020 to 4.7 billion in 2030, enhancing 

the market share from 16% to 20%.  For the private networks to 

be decreased from 10% in 2019 to 8% in 2030.   

 

Transforma Insights also pointed out that the IoT revenue to be 

raised from US$465 billion in 2019 to US$1.5 trillion in 2030.  In 

2030, there is about 43% of revenue (US$652 billion) is related on 

consumer products.  About 24% of revenue (US$365 billion) is 

related on the cross-vertical applications, which are requiring 

multiple IoT solutions to work together for different industries 

such as office equipment and fleet vehicles.  For the remaining 

33% of revenue (US$509 billion) is related on the vertical-specific 

applications, such as energy, transport, retail and healthcare.   

 

In this analysis, there are many marketing opportunities provided 

for the digital transformation with technologies in the area of 

electricity & gas, transportation, administrative, etc.    
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Figure 2-2: IoT revenue generated in 2030 

 

2.2  Key Technologies of Internet of Things 

 

2.2.1 Low Power Wide Area 

 

LPWA is used 3GPP standardized to secure operator managed IoT 

networks operating in licensed spectrum, including NB-IoT and 

LTE-M.  The characteristics for these types of IoT applications are 

low cost, low data rates, low power consumption, low range and 

security. 

 

These technologies are more secure than alternative solutions, 

using the dedicated spectrum bands to avoid interference due to 

SIMs contain highly secure integrated circuits.  In addition, the 
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mobile operators are supplementing these inherent capabilities 

with additional security features. 

 

According to the research, there will be over one billion LPWA 

connections by the end of 2018 and increased five billions by the 

end of 2022.  This technology not only connect billions of new 

devices and the existing cellular networks, but also evolved to 

deliver service for market grow and completed IoT connectivity.  

This development could serve a diverse range of vertical industries 

and support a range of applications and deployment scenarios. 

 

 
Figure 2-3: LPWA connections worldwide (in millions)8 

 

                                                      
8 Mobile Internet of Things Low Power Wide Area Connectivity  
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2.2.2 Big Data 

 

More and more IoT applications developed, a huge amount of data 

is also generated.  Big data is basically related on volume, variety 

and velocity.  After further development, variability and veracity 

become more important9.  

 

 Volume refers to the amount of data generated, stored and 

analysed.  The stored data determines the level of insight 

that can be obtained from that data 

 Variety refers to the type and nature of data.  

Traditionally, the data was structured from a single source. 

Now, the data is sourced from a variety of sources with 

different formats 

 Velocity refers to the speed of data is generated and 

processed.  Traditionally, the data was uploaded via a 

‘batch’ process.  Now the data is measured in thousands 

or even millions of transactions per minute  

 Variability refers to the variations in the data sets.  

 Veracity refers to the quality of the captured data.  

 

Large volumes of data is created in mobile networks to provide 

network connectivity and delivering communication services.   

                                                      
9 IoT Big Data Framework Architecture 
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People using the mobile phone to connect the world is more 

commonly now to cause more data generation in smart cities, 

smart homes, smart transportations, etc.  This could help to 

enhance the revenue to US$386 billion in 2025 by forecasting, 

especially in the areas of professional services, analytics and big 

data software, applications, cloud & hardware and platforms.   

 

 Professional services refers to people providing the 

support to organisations in planning and executing 

complex network connectivity strategies to serve the 

communications enabled business activities  

 Analytics and big data software refers to people providing 

analytics downstream from consulting services 

 Applications refers to enable applications for supporting 

IoT solutions and services, including solutions such as 

image processing, network security and asset tracking, as 

well as applied specifically into verticals. 

 Cloud & hardware refers to the building cloud and hosting 

capabilities which complement services from generic 

storage providers 

 Platform refers to build and operate device and data 

management platforms 
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Figure 2-4: Big data revenue generated in 202510 

 

2.2.3 Artificial Intelligence  

 

When AI is added into the IoT, it means the devices can analyze 

data and make decisions and act on that data without involvement 

by humans.  It could be used to optimize a system, generate a 

higher performance and business insights.  The created data 

could help to make better decisions through the learning process.   

 

AI is combined with big data and automation.  Big data collects 

huge data for analysis to gain insights and enhance the decision 

making.  Automation could allow the machines to follow the pre-

programmed rules running the processes, generally used for 

repetitive tasks.  Then AI could make the machines to perform 

cognitive functions similar to those humans made through the 

simulation of the higher order functions of intelligent beings in 

                                                      
10 The IoT Big Data Revenue Opportunity for Mobile Operators 
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areas such as visual processing, speech processing and analytics.  

However, AI must exclude software systems, which was based on 

traditional rules and determined algorithms.   

 

 
Figure 2-5: Various areas of AI11 

 

2.2.3.1 Machine Learning and Deep Learning 

 

Machine learning and deep learning are further developed by the 

applications of AI.  

 Machine learning uses statistical techniques with smaller 

amount of data to perform the specific tasks.  Also, it can 

be conducted by low-end systems with labelling for 

features extraction for the task breakdown.  Machine 

learning is faster to train, but testing may be slower to 

                                                      
11 AI & Automation: An Overview 

https://www.gsma.com/futurenetworks/wiki/ai-automation-an-overview/  

https://www.gsma.com/futurenetworks/wiki/ai-automation-an-overview/
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ensure the validity of results.  Also, the process is easier 

explanation.   

 Deep learning uses artificial neural networks with huge 

amount of data for training by high performance of GPUs 

to process unlabeled data and solve end-to-end problems.  

Therefore, deep learning is slower to train, but testing is 

faster and the process is not easier explanation.   

 

 

Figure 2-6: Key considerations on the machine and deep learning12 

 

According to the market research by Omdia, the global AI software 

market is forecast to have massive growth in revenue from 

US$10.1 billion in 2018 to US$126 billion by 2025.  The overall AI 

applications includes the natural language processing, robotic 

process automation and machine learning.  This figure reflects 

                                                      
12 AI & Automation: An Overview 

https://www.gsma.com/futurenetworks/wiki/ai-automation-an-overview/  

https://www.gsma.com/futurenetworks/wiki/ai-automation-an-overview/
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the demand for AI in consumer, enterprises, government and 

defense sectors is increasing.  The research also pointed out the 

current number of B2B software opportunities associated to AI is 

333 in total, covered 28 industry sectors with 203 unique use cases, 

which majorly related on vision, language and analytics. 

 

Figure 2-7: AI revenue generated in 202513 

 

2.2.4 Cloud Computing  

 

Cloud computing is the delivery of computing services, including 

servers, storage, databases, networking, software, analytics, and 

                                                      
13 Statistics https://www.statista.com/statistics/607716/worldwide-artificial-

intelligence-market-revenues/ 



Assist Hong Kong SMEs in connecting with global Internet of Things (IoT) 
industries and enhancing technology capabilities 

Hong Kong Wireless Technology Industry Association 
Hong Kong Productivity Council 

Page 35 of 151  

intelligence over the Internet to provide a faster innovation, 

flexible resources, and economies of scale. 

 

There are different types of cloud computing with different 

functions, they are public cloud, private cloud and hybrid cloud.  

 

 Public cloud is owned and operated by service provider to 

make resources available to the public through the 

internet.  There are many types of resources, such as 

storage capabilities, applications, virtual machines.  

Public cloud also allows for scalability and resource sharing; 

otherwise, it cannot be used in single organization.   

 Private cloud is the cloud computing resources used by a 

single business or organization entirely and it can be 

physically located on the company’s local data center.  

Some companies or organization are willing to pay the 

service providers to host their private cloud, allowing the 

services and infrastructure maintained in the private 

network.   

 Hybrid clouds are the combination of public and private 

clouds; allowing the data and applications to be shared 

between them.  The data and applications could be 

moved between public and private clouds to provide a 

better flexibility, more deployment options and optimize 

the existing infrastructure, security and compliance.   
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Cloud computing services could be categorized into Infrastructure 

as a service (IaaS), Platform as a service (PaaS), Serverless 

computing and Software as a service (SaaS).  

  

 Infrastructure as a service (IaaS) contains the basic building 

blocks for cloud computing.  It provides the access to 

networking features, computers (virtual or on dedicated 

hardware), and data storage space.  IaaS providing the 

highest level of flexibility and management control over 

the resources.   

 Platform as a service (PaaS) supplies on-demand 

environment for developing, testing, delivering and 

managing software applications.  This service allows the 

developers to create web or mobile apps quickly and no 

need to concern on the underlying infrastructure of 

servers, storage, network, and databases needed for 

development. 

 Serverless computing is overlapping with PaaS and it 

focuses on building app functionality and no need 

spending time to manage the servers and infrastructure 

continually.  Serverless computing is highly scalable and 

event-driven, only using resources when a specific function 

or trigger happens. 

 Software as a service (SaaS) is a method for delivering 

software applications over the Internet, on demand with a 
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subscription basis.  The service provider is not only host 

and managing the software application, but also handling 

the maintenance like software upgrades and security 

patching.  Users connect to the application over the 

internet by a web browser on their phone, tablet, or PC. 

 

 
Figure 2-8: Types of cloud computing services14 

 

Use the cloud computing could improve the process efficiency, 

cost reduction on buying the hardware and software as well as 

maintenance cost and giving the businesses a lot of flexibility by a 

few mouse click to allow the business in time to market.    

 

                                                      
14 Cloud computing services https://azure.microsoft.com/en-

us/overview/what-is-iaas/  

https://azure.microsoft.com/en-us/overview/what-is-iaas/
https://azure.microsoft.com/en-us/overview/what-is-iaas/


Assist Hong Kong SMEs in connecting with global Internet of Things (IoT) 
industries and enhancing technology capabilities 

Hong Kong Wireless Technology Industry Association 
Hong Kong Productivity Council 

Page 38 of 151  

 
Figure 2-9: Benefits of using cloud computing15 

 

2.2.5 Reality Technologies  

 

There are different types of reality technologies with different 

functions, they are virtual reality (VR), augmented reality (AR), 

mixed reality (MR) and extended reality (XR).   

 

 Virtual reality (VR) is created by computers to allow the 

user to experience and interact with a 3D world.  The 

computer generated images and contents aim at 

simulating a real presence through different senses like 

sight, hearing and touch.  Two main components are 

required in this simulation, which are the source of content 

                                                      
15 Cloud computing benefits https://www.globaldots.com/blog/cloud-

computing-benefits  

https://www.globaldots.com/blog/cloud-computing-benefits
https://www.globaldots.com/blog/cloud-computing-benefits
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and user device like software and hardware.  The VR tools 

like headset, computer, smartphone or other machine to 

create a digital environment and a motion-tracking devices 

could provide the realistic, natural, high quality images and 

interaction possibilities.  The device like headset could 

display content before user’s eyes, while a cable transfers 

the images to the screen from a computer.  Some of 

headsets could work with smartphone to be the display 

and a source of VR content.   

 

 

Figure 2-10: VR16 

 

 Augmented reality (AR) is the technology to expand the 

physical world by addition of digital layers in real-time, 

                                                      
16 What is VR and how does it work? https://thinkmobiles.com/blog/what-is-

vr/  

https://thinkmobiles.com/blog/what-is-vr/
https://thinkmobiles.com/blog/what-is-vr/
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which is different to VR.  AR could not create the whole 

artificial environments to replace the real world with 

virtual, it appears in existing environment directly and with 

sounds, videos and graphics on it.  A range of data like 

images, animation and videos might be used and allow 

people to see the result in both natural and synthetic light.  

Also, the users are aware the real world, which is advanced 

by computer vision different to VR.  The technologies 

used in AR are simultaneous localization and mapping 

(S.L.A.M.) and depth tracking and it could be showed by 

different types of devices, such as screens, glasses, 

smartphones, etc.  

 

 

Figure 2-11: AR17 

 

                                                      
17 What is Augmented Reality (AR) and How does it work 

https://thinkmobiles.com/blog/what-is-augmented-reality/  

https://thinkmobiles.com/blog/what-is-augmented-reality/
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 Mixed reality (MR) is combined with real and virtual worlds 

to produce new environments and visualizations where 

physical and digital objects co-exist with real time 

interaction.  Compared with AR, MR has more advanced 

understanding of the physical space and ability to place 

holograms in that space.   

 Extended reality (XR) includes all of the technologies to 

enhance our senses to merge the physical and virtual 

worlds.   

According to the research, the XR market is forecasted to 

reach US$209 million in 2022, which is about eight times 

of 2018.  This significant growth revealed that XR will be 

the mainstream in the forthcoming years  

 

 

Figure 2-12: Market size of XR in 202218 

                                                      
18 What is Extended Reality (XR)? https://www.visualcapitalist.com/extended-

reality-xr/  

https://www.visualcapitalist.com/extended-reality-xr/
https://www.visualcapitalist.com/extended-reality-xr/
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2.3  Application of Internet of Things Technologies 

 

There are myriad of diverse IoT that can apply for many different 

environments and it can improve the quality of everyday life for 

the community, such as smart home, intelligent transportation 

systems, smart city, industry 4.0, smart healthcare, etc.19 

 

2.3.1 Smart Home  

 

Smart home improves the living environment becomes easy.  

Starting from the energy management, the power controls system 

allow the appliances used the thermostat to cut down the power 

consumption.  The door security management system, water 

management system, lighting management system are also could 

be controlled by smartphone.  Smart home is not only 

monitoring the home, but also controlling energy consumption to 

reduce the operational cost and make the necessary changes to 

improve lifestyle. 

 

                                                      
19 A Survey on 5G Networks for the Internet of Things: Communication Technologies 

and Challenges. https://ieeexplore.ieee.org/abstract/document/8141874 

https://ieeexplore.ieee.org/abstract/document/8141874
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Figure 2-13: Smart Home20 

 

Smart homes currently operate in a fragmented fashion, 

incorporating Wi-Fi, Bluetooth and other network protocols.  5G 

will work with low-power devices, making it useful for a broader 

array of connected products.  The new wide-area network will 

allow any plugged-in device to connect directly to 5G, bypassing 

Wi-Fi for more reliable performance.  Therefore, all devices will 

be able to connect using the same protocol to start interacting 

more effectively. 21 

                                                      
20 How Big Data Analytics Creates Value in Your Smart Home Life? 

https://ecmapping.com/2019/04/24/how-big-data-analytics-creates-value-in-your-

smart-home-life/  

21 5G and Smart Home: What You Need To Know. 

https://www.iotevolutionworld.com/smart-home/articles/442986-5g-smart-homes-

what-need-know.htm  

https://ecmapping.com/2019/04/24/how-big-data-analytics-creates-value-in-your-smart-home-life/
https://ecmapping.com/2019/04/24/how-big-data-analytics-creates-value-in-your-smart-home-life/
https://www.iotevolutionworld.com/smart-home/articles/442986-5g-smart-homes-what-need-know.htm
https://www.iotevolutionworld.com/smart-home/articles/442986-5g-smart-homes-what-need-know.htm
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2.3.2 Intelligent Transportation Systems 

 

IoT can support in the synthesis of communications, control and 

information processing across different transportation systems.  

In many developing worlds like US, Europe and Japan have the 

most advanced investigation for the IoT system.  

 

Intelligent transport systems apply to technologies from 

management systems like car navigation, control traffic signal 

automatic number plate recognition or speed cameras to monitor 

the road safety.  For the security CCTV systems and parking 

guidance information system are proving data to the government 

department. 22   The IoT can collect data from the intelligent 

transport devices and elevate the road usage.  

 

The IoT concept is based on radio frequency, traffic monitoring 

and radio modern communication with UHF and VHF are belong 

to long and short range communications.  

 

Intelligent transportation systems are proving to be consequential 

investments for cities that can dramatically decrease traffic and 

                                                      
22 Intelligent Transportation Systems save Cents for Main Street. 

https://statetechmagazine.com/article/2017/12/intelligent-transportation-systems-

save-cents-main-street  

https://statetechmagazine.com/article/2017/12/intelligent-transportation-systems-save-cents-main-street
https://statetechmagazine.com/article/2017/12/intelligent-transportation-systems-save-cents-main-street
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parking woes while increasing economic opportunity for residents. 

The systems include everything from driverless cars to smart 

traffic signals through sensors, analysis and communication 

systems.  It aims to improve traffic congestion, traffic 

management, minimize environmental impact and increase the 

benefits of transportation to commercial users and the public in 

general. 23   

 

There are four methods used to obtain the raw data from the 

intelligent transportation systems, which are triangulation 

method, vehicle re-identification, GPS based methods and 

Smartphone-based rich monitoring. 

 

 Triangulation method is using mobile phones to collect 

data.  As a high proportion of cars contain one or more 

mobile phones, so the phones could periodically transmit 

their presence information to the mobile phone network, 

no matter it is no voice connection.  Triangulation can be 

used to measure and analyse network data through the 

pattern matching or cell-sector statistics, those data could 

be converted into traffic flow information.  The 

                                                      
23 Intelligent Transportation Systems save Cents for Main Street. 

https://statetechmagazine.com/article/2017/12/intelligent-transportation-systems-

save-cents-main-street 

https://statetechmagazine.com/article/2017/12/intelligent-transportation-systems-save-cents-main-street
https://statetechmagazine.com/article/2017/12/intelligent-transportation-systems-save-cents-main-street
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advantage of this method is no infrastructure need to be 

built along the road, only used the mobile phone network.  

However, the triangulation method is complicated 

practically, particularly in the areas having the same mobile 

phone towers to serve two or more parallel routes.  The 

popularity of the triangulation method is decreasing.   

 Vehicle re-identification requires a series of detectors 

mounted on the road.  The unique serial number for a 

device in the vehicle detected at one point and then 

detected again at the other point of road.  Travel times 

and speed are calculated by comparing the time at which 

a specific device is detected by pairs of sensors, using the 

MAC addresses from Bluetooth, other device or using the 

RFID serial numbers from electronic toll collection.  

 GPS based methods is commonly used, as more and more 

vehicles are equipped with in-vehicle satnav and GPS 

system to have two-way communication with a traffic data 

provider, so the vehicle speeds could be calculated from 

the position readings.  

 Smartphone-based rich monitoring having diverse sensors 

can be used to track traffic speed and density.  The drivers 

used the accelerometer data from smartphone to find out 

the traffic speed and road quality.   

 

The IoT technology is used to collect data on the highway and 
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variable speed cameras used when a variable or lower speed limit 

is enforced on a motorway.  Also, the speed limits are lowered 

when traffic congestion increases at peak times or any accident 

happened on the road.24 

 

2.3.3 Smart City  

 

Smart City is an area that uses different IoT for data collection and 

then use data to manage assets, resources and services, increasing 

the operational efficiency, sharing information with public and 

improving both the quality of government services and citizen 

welfare.25 

 

Smart City has nine major elements, which are technology-based 

infrastructure, environment initiative, a high functioning public 

transportation system, a confident sense of urban planning and 

humans to live and work within the city and utilize its resources.  

To become successful for a smart city process it is important to 

have strong relationship with government and private sectors.  

 

                                                      
24 Variable Speed Cameras Explained https://www.speedcamerasuk.com/variable-

speed-cameras.htm  

25 IoT Agenda – smart city 

https://internetofthingsagenda.techtarget.com/definition/smart-city  

https://www.speedcamerasuk.com/variable-speed-cameras.htm
https://www.speedcamerasuk.com/variable-speed-cameras.htm
https://internetofthingsagenda.techtarget.com/definition/smart-city
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Smart cities use a combination of the IoT devices, software 

solutions, user interfaces and communication networks, but they 

rely first and foremost on the IoT.  The IoT is a network to connect 

devices, such as vehicles, sensors or home appliances for 

communication and data exchange.  The collected data and 

delivered by the IoT sensors and devices, which stored in the cloud 

or on servers.  The data analytics could facilitate the convergence 

of the physical and digital city elements, thus improving both 

public and private sector efficiency, enabling economic benefits 

and improving citizen's lives.26 

 

Figure 2-14: Smart city components 

                                                      
26 IoT Agenda – smart city 

https://internetofthingsagenda.techtarget.com/definition/smart-city  

https://internetofthingsagenda.techtarget.com/definition/smart-city
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2.3.4 Industry 4.0 

 

Industry 4.0 means the fourth industrial revolution, which 

transformed the conventional manufacturing practices to the 

latest smart technologies like autonomous systems and machine 

learning.   

 

 
Figure 2-15: Industry 4.0 components27 

 

Industry 4.0 is built up by five factors, which are big data, smart 

factory, cyber physical systems, internet of things and 

interoperability.28 

                                                      
27 What is Industry 4.0? 

https://www.forbes.com/sites/bernardmarr/2018/09/02/what-is-industry-4-0-heres-a-

super-easy-explanation-for-anyone/#603b97fe9788  

28 Five Key Industry 4.0 Technologies https://ottomotors.com/blog/5-industry-4-0-

technologies  

https://www.forbes.com/sites/bernardmarr/2018/09/02/what-is-industry-4-0-heres-a-super-easy-explanation-for-anyone/#603b97fe9788
https://www.forbes.com/sites/bernardmarr/2018/09/02/what-is-industry-4-0-heres-a-super-easy-explanation-for-anyone/#603b97fe9788
https://ottomotors.com/blog/5-industry-4-0-technologies
https://ottomotors.com/blog/5-industry-4-0-technologies
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 Big data is data collection from traditional manufacturing 

processes with digital sources to proceed the data analysis, 

which is still developing for the best data interpretation.  

Nowadays, the data could be collected from systems and 

sensors to mobile devices, helping the organisations to 

make smarter decisions.  

 Smart factory could provide the connection of individual 

production processes from planning stages to actuators in 

the field.  The machinery and equipment could improve 

the processes through self-optimization and the systems 

are able to autonomously adapt the traffic profile and 

network environment in near future.  Autonomous 

Mobile Robots (AMRs) are essential in the smart factory, as 

the autonomous intelligence and the factory are 

connected together.  

 

 
Figure 2-16: Example of Industry 4.029 

                                                      
29 Future Factory: How Technology Is Transforming Manufacturing. 
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 Cyber physical systems are the integrations of computation, 

networking and physical processes to monitor and control 

the physical processes with feedback loops, physical 

systems reaction, action interpretation and traceability.   

 Internet of things is the connection of all devices to the 

internet and others and it could allow the equipment to 

use the data for manufacturing and reporting efficiently.   

 Interoperability is the combination of the above elements 

to make the connection of cyber-physical systems, humans 

and smart factories to communicate each other through 

the IoT.  It could benefit the user to share information 

effectively with no error.   

 

2.3.5 Smart Healthcare  

 

Smart healthcare is a health service system to use the 

technologies like IoT, big data, cloud computing, artificial 

intelligence and mobile internet to connect the information, 

people, materials and institutions related to healthcare ecosystem.  

The interaction between all parties in the healthcare field could 

not only ensure the patients to get the services and making the 

decisions, but also facilitating the allocation of resources.  So, it 

                                                      

http://www.ulalalab.com/future-factory-how-technology-is-transforming-

manufacturing/  

http://www.ulalalab.com/future-factory-how-technology-is-transforming-manufacturing/
http://www.ulalalab.com/future-factory-how-technology-is-transforming-manufacturing/
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could have cost reduction, minimization of medical procedures 

and more personalized medical services.30 

 

 

Figure 2-17: Smart Healthcare 

 

Application of smart healthcare could be categorized into 

following:  

 

 Smart diagnosis could show the patient's condition and 

disease status accurately and it could help to develop a 

personalized treatment plan. 

 Health management could emphasize the patients real-

time self-monitoring record and provide the immediate 

feedback of data 

                                                      
30 Smart healthcare: making medical care more intelligent. 

https://www.sciencedirect.com/science/article/pii/S2414644719300508  

https://www.sciencedirect.com/science/article/pii/S2414644719300508
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 Disease prevention and risk monitoring in the smart 

healthcare could be dynamic and personalized to allow 

patients and doctors proactively monitoring the disease 

risk and conducting targeted prevention based on the 

monitoring results. 

 Virtual assistants are acting like the bridge to 

communicate with doctors, patients and medical 

institutions through the technologies like speech 

recognition and big data to obtain the information and 

response the users after calculations.  Apple’s Siri, 

Microsoft’s Cortana and Google’s Assistant are the 

examples of virtual assistants. 

 Smart hospitals are used to improve the current patient 

care procedures with additional features by the 

information and communication technology based 

environments, particularly on IoT optimization and 

automated processes.   

 Drug research could be performed under smart 

healthcare through the technologies like big data and 

artificial intelligence to provide the data more precise and 

convenient, which include target screening, drug 

discovery, clinical trials, etc.   

 

Therefore, smart healthcare are believed to cause the drastic 

changes over a short period as well as providing an 
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opportunity to combine both health data from private 

citizens through wearable technologies and hospitals.  

 

2.4  Cybersecurity 

 

Today, everything is connected to the world.  The cyberattack 

includes identity theft, accessing, changing or destroying sensitive 

information and extortion attempts to loss the important personal 

information.  In addition, the society functioning could not be 

maintained, if the power plants, hospitals and financial services 

are cyberattacked.  Therefore, cybersecurity is important to use 

in protecting systems, networks and programs.   

 

To have a successful cybersecurity approach should include 

different layers of protection spread across the computers, 

networks, programs or data to keep safe.  In the organisation, 

people, process and technology must connect effectively to 

defense the cyberattacks.   

 

 People need to use the strong passwords, alerts on the 

email attachments, data backup, etc.  

 Process means the organisation should develop a 

framework on handling the cyberattacks.  

 Technology should be developed for cyberattacks.  The 
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protection are includes endpoint devices like computers, 

smart devices and routers; networks and cloud.  The 

technologies include next generation firewalls, DNS 

filtering, malware protection, antivirus software and email 

security solutions. 

 

2.4.1 Types of Cybersecurity Threats 

 

 Phishing is the practice of sending fraudulent emails from 

“so called” knowable sources.  The purpose is to steal 

sensitive data like credit card numbers and login 

information.  This is the most common type of 

cyberattack.  

 

 

Figure 2-18: Phishing 

 

 Ransomware is a type of malicious software and it is used 

to extort money by blocking access to files or the computer 
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system until the ransom is paid.  However, it cannot 

guarantee the files will be recovered or the system 

restored after the payment.   

 

 

Figure 2-19: Ransomware 

 

 Malware is a type of software used to gain unauthorized 

access or causing damage to a computer. 

 

 
Figure 2-20: Malware 
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 Social engineering is a strategy used to steal the sensitive 

information, which could be combined with any of the 

threat to let the target download the malware or any 

malicious source.   

 

2.4.2 Cybersecurity Threats Prevention  

 

 Education people could increase the awareness of 

cybersecurity threats and reduce the threats.  

 Frequently change passwords could prevent hackers to 

access the personal and business information or data. 

 Used the advance security system could eliminate the 

security issue.  Also, turning off the unnecessary services, 

contacting the experts or services for the getting the 

advanced software solutions to protect the user email and 

related information.  

 The data stored in database should be encrypted regularly 

to protect against a data breach.  Also, it could eliminate 

the financial loss and other kinds of application security 

issues in the future.  

 

2.5  Key Technologies of Cybersecurity  
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2.5.1 Two-Factor Authentication 

 

Two-factor authentication (2FA) is used to confirm the user 

identity through the 2 – 3 different parameters.  The parameters 

could be something the users have with the additional layers of 

information and authentication, which comes into the picture and 

data analysis through the real-time communications.    

 

Most of attacks come from the remote internet connections, so 

2FA makes these attacks less threatening.  The attacker obtaining 

the user password is insufficient to access the user account, except 

the attacker obtain the second authentication factor associated 

with a user account but it is not easy to have it.   

 

 
Figure 2-21: Two-factor authentication31 

                                                      
31 Is two-factor authentication (2FA) as secure as it seems? 

https://blog.malwarebytes.com/101/2018/09/two-factor-authentication-2fa-

secure-seems/  

https://blog.malwarebytes.com/101/2018/09/two-factor-authentication-2fa-secure-seems/
https://blog.malwarebytes.com/101/2018/09/two-factor-authentication-2fa-secure-seems/
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2.5.2 User and Entity Behavior Analytics 

 

User and entity behavior analytics (UEBA) is used to measure the 

anomalous behavior, which is different to the “normal” patterns, 

through the technologies like machine learning, algorithms, and 

statistical analysis.    

 

The hackers could steal the user name and password, but it is 

much difficult to mimic the person’s normal behavior inside the 

network.   

 

Figure 2-22: UEBA Functions32 

                                                      
32 What is UEBA? Complete Guide to User and Entity Behavior Analytics 
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2.5.3 Biometrics Authentication 

 

Biometrics authentication is a type of passwordless authentication 

method through the physical characteristics like fingerprint 

mapping, face recognition, retina scans, etc.  It is not only 

convenient and hard to duplicate, but also this method will 

develop continually for a long time into future.  However, the 

personal data could be collected easily and without consent. 

 

 

Figure 2-23: Biometrics authentication33 

 

                                                      

https://www.varonis.com/blog/user-entity-behavior-analytics-ueba/  

33 Biometrics: authentication & identification (definition, trends, use cases, 

laws and latest news) - 2020 review 

https://www.thalesgroup.com/en/markets/digital-identity-and-

security/government/inspired/biometrics  

https://www.varonis.com/blog/user-entity-behavior-analytics-ueba/
https://www.thalesgroup.com/en/markets/digital-identity-and-security/government/inspired/biometrics
https://www.thalesgroup.com/en/markets/digital-identity-and-security/government/inspired/biometrics
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2.5.4 Blockchain Cybersecurity 

 

Blockchain includes the network of computer to store and share 

information in “block” to keep information safe.    

 Tracking and checking every change 

 Backing up data in numerous locations 

 Pinpointing errors and attacks 

 Preventing identity theft 

 

2.5.5 Zero Trust Security 

 

Zero Trust is a strategic initiative to prevent the data breaches by 

eliminating the concept of trust from network.   

 

Figure 2-24: Zero trust security34 

                                                      
34 What is Zero Trust? A Security Model  
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 To access all resources need secure and authentication  

 To limit each users’ access to only the access they need to 

do their job 

 To inspect and verify everything 

 

2.6  Application of Cybersecurity 

 

The purpose of cybersecurity is to protect the assets from both 

external and internal threats as well as disruptions caused due to 

natural disasters.  It is made of the following area35.  

 

 Network Security is to prevent the unauthorised access 

and intrusions.  The proper security could find and 

destroy any internal threats to the system.  The network 

security requires some compromise and trade-offs, just 

like having extra logins to protect company’s information 

from unauthorized access, but it will use more resources.  

Nowadays, the network security uses the machine learning 

to automate the identification legitimate security threats 

to minimize the errors. 

                                                      

https://www.varonis.com/blog/what-is-zero-trust/  

35 What is Cyber Security? Challenges and Threats Organizations Face 

https://phoenixnap.com/blog/what-is-cyber-security  

https://www.varonis.com/blog/what-is-zero-trust/
https://phoenixnap.com/blog/what-is-cyber-security
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 Cloud security is a set of policies included guard data, 

regulatory compliance, controls and procedures combined 

with technologies to protect the data, infrastructure and 

cloud-based systems.  

 Application security is the weakest point to attack, due to 

the increasing of the new apps are not yet properly vetted 

and secured.  Therefore, penetration testing and fuzzing 

are important now.  

 IoT security is important, as more and more devices are 

connected and those devices have no patching for security, 

which becomes the targets of botnets.   

 

More and more data breaches and cybercriminal happened, 

therefore, cybersecurity is vital.  Some tips of cybersecurity are 

shown below36.    

 

 Mobile device is also required to secure by strong 

passwords and biometric features, ensuring the Bluetooth 

are turned off, no public Wi-Fi connection and download 

with caution, which could help to reduce the risk to let the 

                                                      
36 10 most important cyber security tips for your users. 

https://www.cybintsolutions.com/10-important-cyber-security-tips-users/  

https://www.cybintsolutions.com/10-important-cyber-security-tips-users/
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cybercriminals to hack into the digital devices.   

 Never share the credentials with others and do not allow 

the remote access by others 

 Social engineering a type of attack to gain access to 

systems and information, rather than the device and user’s 

mind, especially for the information is available on the 

social media.  Therefore, the enhancing the security level 

is required for the information showed in the social media.   

 Back up the information in the physical location and on the 

cloud, as the hackers are not only stealing the data, but 

also encrypt or erase it.   

 Monitor the accounts frequently to ensure there is no 

suspicious activity, especially for the credit card 

information, payment records, etc.  Regularly monitoring 

the digital footprint in the social media and deleting the 

inactive accounts.  
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3. Standards Studies 

The global IoT industry has been prospering and is tremendously 

gaining ground in all walks of life.  IoT is deemed to be lucrative 

and a catalyst for business expansion.  As the Hong Kong 

Government is destined to build a world-famed Smart Hong Kong 

by unveiling more economic opportunities and inciting extensive 

technological application, it generates a great motivation for the 

Hong Kong SMEs to invest in IoT development.  To develop IoT 

locally, it is beneficial to capitalise on the global technological 

infrastructure, such as the rapidly developing 5G mobile network 

that enables a faster data processing time and a connection of 

more IoT devices.  It is also imperative to make alignments with 

the current standards regarding the IoT technologies and cyber 

security.   

 

IoT is essentially a model of development that carries a 

continuous stream of data generated by millions of sensors, 

software programs, hardware devices and cloud computing.  

Data from all aspects of life can be collected and connected to 

provide safer healthcare services, more efficient transport, better 

education and various environmental innovations.  Yet, the IoT 

technologies will also drive an increasing frequency of 

cyberattacks.  Although Hong Kong has a high ICT readiness, 
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intensity and capacity, it is necessary to raise the local companies’ 

awareness of data protection. 

 

The primary goal of the following standards study is to collect the 

latest information about the standards and rules of the IoT 

technologies and cyber security, and to construct a compliance 

framework for the IoT development in Hong Kong.  The research 

will be conducted in a global scale, taking into account security 

standards adopted in China, European Union (EU), the United 

States (US) and Japan.  SMEs can then develop and enhance 

their products by referring to these practices. 

 

Different countries and organizations are devising new standards 

and regulations from time to time.  Over a hundred of security 

standards are in force all over the world.  It would be a drain on 

resources for small-scale SMEs to keep up with the information 

instantly.  Therefore, the present standards study will save the 

SMEs a great deal of time and effort.  Also, SMEs may be 

oblivious to the implications of the sophisticated standards. 

Hence, in the following we will consolidate professional advices 

from the collaborating organizations on the interpretations of the 

standards and purchase related standards from professional 

bodies.  This ensures that the SMEs adhere to the technical and 

operational standards and are on course to successful business 

expansion in the IoT market.   
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3.1  EU Standard 

 

New regulatory mechanisms are being introduced with the 

emergence of IoT and related technologies.  In Europe, the 

cornerstone of EU law on IoT and digital privacy should be the 

General Data Protection Regulation (GDPR), which is enforceable 

in May 2018.  

 

The implications of this Regulation are far-reaching.  The GDPR 

fines may be very high in the event of data breaches or non-

compliance.  Since the GDPR is about data privacy and personal 

data protection, it should be related to all IoT applications 

involving personal data. 

 

3.1.1 Overview of GDPR 

 

The EU has laid out plans for reforming data protection across EU 

since 2012 to face the challenge of digital transformation.  In 

2016, there was an agreement on what to be involved and how it 

would be enforced.  

 

GDPR is one of the key elements of the reforms, which covers 

organizations in all member states and has an impact across and 

beyond Europe, on businesses and individuals all over the world. 
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The new regulation extends to any entity operating within the EU 

and to any non-EU company that provides goods or services to 

consumers or companies in the EU, which means nearly every 

major corporation in the world needs a compliance plan for GDPR. 

GDPR has a new set of rules designed to give EU citizens a greater 

power over their personal data.  This seeks to simplify the 

regulatory environment for companies so that the digital 

economy can fully benefit both citizens and businesses in the EU. 

Under existing legislation, the types of data considered private 

include name, email and photographs.  The GDPR expands the 

concept of personal data37 so that personal data include genetic 

and biometric information that can be analyzed to identify an 

individual uniquely.  The changes are designed for recent 

technology developments and bring laws and responsibilities 

across Europe, including those related to personal data, privacy 

and confidentiality, up to speed for the age of digital information. 

 

                                                      
37  GDPR Article 4: ‘Personal data’ means any information relating to an 

identified or identifiable natural person (‘data subject’); an identifiable natural 

person is one who can be identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an identification number, location 

data, an online identifier or to one or more factors specific to the physical, 

physiological, genetic, mental, economic, cultural or social identity of that 

natural person, https://gdpr.eu/eu-gdpr-personal-data/  

https://gdpr.eu/eu-gdpr-personal-data/
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3.1.2 GDPR compliance 

 

Most of the GDPR legislation consolidates principles that are 

currently part of the Data Protection Act of the United Kingdom. 

There are new elements of GDPR, however, such as notification 

of breaches and ensuring that someone will take responsibility 

when organizations need to address an issue related to data 

protection or risk a fine. 

 

There is no standard approach for the preparation of GDPR.  

Each organization needs to know exactly what needs to be 

accomplished in order to fulfill the new regulation.  It is not only 

the data controller’s responsibility to ensure that GDPR is 

complied, but it is also the responsibility of an employee or even 

the whole department of the corporation. 

  

Under the GDPR regulations that foster transparency and 

governance, effective technical and institutional steps must be 

adopted by organizations.  Also, every business processes, 

budgets and employees, and etc. will need to be addressed. 

These could include guidelines on data protection as well as 

reports on processing activities.  Other techniques companies 

could look at include information minimization and 

pseudonymization and etc. 
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Bodies such as the ICO provided general advice in preparing for 

GDPR about what must be considered.  All organizations should 

ensure that they have completed all the required impact 

assessments and comply with GDPR or risk falling foul of the new 

guidelines. 

 

Infringements of information inevitably occur.  Information gets 

lost, hacked, or released to someone who is not authorized to 

access and who might have malicious intent. 

 

Under the terms of the GDPR, not only do companies have to 

ensure that personal data is collected lawfully and under strict 

conditions, but those who collect and handle it have a duty to 

protect it from misuse and abuse and to respect data owners’ 

rights.  For those who fail to do so may face penalties.   

 

The legislation applies to two different types of data 

processors38 : “processors” and “controllers”.  A controller is a 

"natural or legal person, public authority, agency or other body 

which, alone or jointly with others, determines the purposes and 

means of the processing of personal data", while the processor is 

a " natural or legal person, public authority, agency or other body 

which processes personal data on behalf of the controller".   

                                                      
38 GDPR Article 28 Processor, https://gdpr.eu/article-28-processor/  

https://gdpr.eu/article-28-processor/
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For example, if you were subject to the UK Data Protection Act, 

you probably also need to comply with GDPR. 

 

GDPR places legal obligations on a processor to keep personal 

data records and governs how the personal data are processed, 

providing a much higher level of legal liability if the organization 

is infringed. Controllers are also required to ensure that all 

agreements with processors comply with GDPR. 

 

3.1.3 GDPR for businesses 

 

GDPR defines a common set of rules not only for all companies in 

EU Member States, but also for all international organizations 

located outside EU.  The law extends beyond the boundaries of 

Europe.  It brings benefits to companies by slimming down data 

regulation.  The European Commission believes that GDPR will 

make it simpler and cheaper for businesses to operate within the 

country by having a single supervisory body for the entire EU. 

However, the Commission estimates that GDPR in Europe will 

save €2.3 billion per year39. 

 

                                                      
39 E.U. Hoping New Data Protection Under GDPR Will Have Global Impact, 

https://www.forbes.com/sites/davidschrieberg1/2018/02/11/e-u-hoping-

new-data-protection-under-gdpr-will-have-global-impact/#555b1f162dc1  

https://www.forbes.com/sites/davidschrieberg1/2018/02/11/e-u-hoping-new-data-protection-under-gdpr-will-have-global-impact/#555b1f162dc1
https://www.forbes.com/sites/davidschrieberg1/2018/02/11/e-u-hoping-new-data-protection-under-gdpr-will-have-global-impact/#555b1f162dc1
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By unifying Europe's rules on data protection, lawmakers are 

creating a business opportunity and encouraging innovation. 

Regulation that guarantees data protection are incorporated 

throughout all product development stages, from the initial 

development phase to the final products or services. 

 

Organizations are also required to implement methods such as 

“pseudonymisation” 40  to benefit from the collection and 

processing of personal data while at the same time to protect the 

privacy of their customers. 

 

3.1.4 GDPR for consumers 

 

Because of the sheer number of data breaches and attacks that 

occur, some of the personal data such as username, email 

address, identification number, etc., have been exposed on the 

internet.  One of the GDPR improvements is to give consumers 

the right to know if their information has been compromised. 

Organizations are required to notify the relevant parties as soon 

as possible to ensure that EU citizens can take appropriate action 

                                                      
40 Recital 28: The application of pseudonymisation to personal data can 

reduce the risks to the data subjects concerned and help controllers and 

processors to meet their data-protection obligations, https://gdpr.eu/recital-

28-introduction-of-pseudonymisation/  

https://gdpr.eu/recital-28-introduction-of-pseudonymisation/
https://gdpr.eu/recital-28-introduction-of-pseudonymisation/
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to prevent abuse of their data. 

 

Consumers are also given easier access to their own personal 

data in terms of how it is handled, as companies are required to 

explain in a clear and understandable manner how they use 

customer information.  Several companies have already worked 

to ensure that this is the case.  Methods include sending emails 

to consumers with information about how their data is used and 

providing them with an opt-out if they do not want to receive 

such emails.  Several companies have approached consumers to 

see if they want to be part of their list, however, some other 

industries have been warned that they have much more to do to 

ensure compliance with GDPR. 

 

GDPR also provides a defined “right to be erasure/right to be 

forgotten”41 mechanism, which gives additional rights to people 

who no longer want to have their personal data processed erased, 

so that there is no need to maintain it. Organizations will have to 

bear in mind these consumer rights. 

                                                      
41 GDPR Article 17 Right to erasure (‘right to be forgetten’), The data subject 

shall have the right to obtain from the controller the erasure of personal data 

concerning him or her without undue delay and the controller shall have the 

obligation to erase personal data without undue delay, https://gdpr.eu/article-

17-right-to-be-forgotten/  

https://gdpr.eu/article-17-right-to-be-forgotten/
https://gdpr.eu/article-17-right-to-be-forgotten/
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3.1.5 GDPR breach 

 

GDPR sets out the requirements for all entities to disclose to the 

appropriate supervisory authority the forms of data breaches 

that involve unauthorized access to or loss of personal 

information.  Organizations may also need to notify people who 

are impacted by the violation. 

 

Organizations are required to report any infringements that are 

likely to pose a risk to individuals’ rights and freedoms and result 

in discrimination, identity theft or fraud, financial loss, 

unauthorized reversal of pseudonymisation, damage to 

reputation, loss of confidentiality of personal data protected by 

professional secrecy or any other significant economic or social 

disadvantage42.  If personal data such as name, email, date of 

birth, bank account information or any customer data is infringed, 

the company is obliged to inform those affected as well as the 

appropriate regulatory body in order to do everything possible to 

limit the harm. 

 

This must be achieved through a notice of the violation, which 

                                                      
42 Recital 85 Notification obligation of breaches to the supervisory authority, 

https://gdpr.eu/recital-85-notification-obligation-of-breaches-to-the-

supervisory-authority/  

https://gdpr.eu/recital-85-notification-obligation-of-breaches-to-the-supervisory-authority/
https://gdpr.eu/recital-85-notification-obligation-of-breaches-to-the-supervisory-authority/
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must be sent to the victims directly. Not only in a press release, 

on social media, or on a company website may this information 

be shared. It must be a one-to-one contact with affected 

individuals. It is important that organizations understand what to 

expect if they suffer a cybersecurity breach. 

 

The violation must be reported to the appropriate supervisory 

authority within first 72 hours after the company is aware of it.  

In the meantime, if the violation is serious enough to mean 

consumers or the government must be informed, GDPR 

legislation requires customers to be held liable without undue 

delay43.  

 

Fines depend on the severity of the violation and whether the 

company is found to have taken enough strict enforcement and 

safety regulations.  There are 2 levels of fines.  The first is up to 

€10 million or 2% of the company’s global annual turnover of the 

previous financial year, whichever is higher.  The penalty applies 

to businesses that otherwise mishandle results.  These include, 

but are not limited to, failure to report a data breach, failure to 

build in privacy by design.  This ensures that data protection is 

implemented at the first phase of a venture, and tightens 

                                                      
43 GDPR Article 33 Notification of a personal data breach to the supervisory 

authority, https://gdpr.eu/article-33-notification-of-a-personal-data-breach/  

https://gdpr.eu/article-33-notification-of-a-personal-data-breach/
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enforcement by hiring a data protection officer-should GDPR 

allow the company to do so.  The second is up to €20 million or 

4% of the company’s global annual turnover of the previous 

financial year, whichever is higher.  It applies to businesses that 

commit infringements of data subject privileges, unauthorized 

global transfer of personal data, or failure to put in place 

protocols for or reject demands for access to their data by the 

data subject.  The fines could be billions for some companies. 

 

In the event that a company loses information, whether due to a 

cyberattack, human error or anything else, the company is 

obligated to provide a notice of the loss.  This covers 

approximate violation data, including information categories and 

number of individuals compromised as a result of the incident, as 

well as the categories and estimated number of personal data 

records involved. The latter takes into account how multiple data 

sets related to just one person could occur. 

 

Organizations also need to provide a description of the potential 

effects of data infringement, such as money theft and identity 

fraud, and a summary of the measures being taken to mitigate 

data infringement and to combat any negative impacts that 

individuals may face. 
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3.1.6 Data Protection Officer 

 

Under the terms of GDPR, an organization must appoint a Data 

Protection Officer (DPO) if it performs large-scale processing of 

specific data categories or large-scale surveillance of individuals 

such as tracking behavior, or if it is a public authority.  There is no 

criteria on who should be a DPO or what qualifications they should 

have, but DPO should have technical expertise and data protection 

policy in relation to what the organization is doing. 

 

Responsibilities of DPO include informing and advising the 

controller or the processor and the employees pursuant to the 

Regulation, monitoring compliance with the Regulation, providing 

advice where requested as regards the data protection impact 

assessment, and monitoring its performance, cooperating with 

the supervisory authority, and acting as the contact point for the 

supervisory authority on issues relating to processing. 

 

Failure to appoint a data protection officer can count as non-

compliance if it is necessary to do so as stated by GDPR, resulting 

in a fine. 

 

3.1.7 Impact of GDPR in other countries 
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Through the implementation or alteration of data protection laws, 

more countries and regions around the world appear to have 

received GDPR signals.  Since GDPR was adopted, countries 

include Brazil, Japan, South Korea, India, and others, have 

indicated that they will change their privacy laws. 

 

As of 1 January 2020, Silicon Valley, California, will also introduce 

its own data privacy regulations in the California Consumer Privacy 

Act (CCPA) 44 .  The law follows GDPR's example in allowing 

individuals to have a greater say on how their personal data is used, 

but no time limit is set to warn users of a violation, and companies 

will not face fines for non-compliance. 

 

Nevertheless, the introduction of this law amidst of the prospering 

technology industry seems to imply that privacy and consent may 

change the way Silicon Valley operates. 

 

3.1.8 IoT security considerations under GDPR 

 

Online identifiers, such as unique Radio Frequency Identification 

(RFID) tags, are mentioned in the GDPR.  However, an exhaustive 

list of digital identifiers is not stated.  As IoT use cases are always 

related to data, it is important to study how personal data is used 

                                                      
44 California Consumer Privacy Act (CCPA), https://www.caprivacy.org/  

https://www.caprivacy.org/
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in IoT applications.  On the one hand, the particular risks of GDPR 

related to Internet of Things should be analyzed and, on the other, 

the loss / theft of personal data risks should also be examined.  In 

any IoT project, you need to look at the IoT plan especially where 

personal data comes into play.  There are many elements in IoT 

that can pose a security risk and are often not adequately well 

understood by IT. In this respect, security aspects of IoT should be 

given weight. 

 

Although the application of Internet of Things is still in its early 

days, there are already various areas in which personal data is 

leveraged.  For example, there is a rapid growth of connected 

machines and smart systems in the context of Industry 4.0 (I4.0) 

of various industries, which enable real time data analysis, 

monitoring and predictive maintenance. Company data may be 

sensitive, in the GDPR context. 

 

A smart meter is an internet-capable device which uses IoT 

technology to measure energy, water or natural gas consumption 

of a building or home.  Smart metering is one of the fastest 

growing consumer IoT use cases in smart home applications. 

Needless to say, it involves a lot of personal information which 

could be private and confidential. 
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For any IoT projects and plans, it is important to ensure that both 

the GDPR enforcement measures and the potential ways to 

capitalize on IoT from the privacy and confidentiality viewpoint of 

GDPR are included.  Furthermore, support is required from IT, 

legal and professional parties, and at the same time, the risks in 

IoT implementations and set-ups should be considered. 

 

There are several other aspects that need to be fully understood 

and followed, such as the current IoT vulnerabilities and forms of 

attacks, the security measures taken in the IoT sector, the existing 

frameworks in industrial IoT protection, and the frameworks / 

initiatives adopted by various IoT vendors, standards bodies and 

associations. 

 

There are IoT systems dealing with security, and security services 

controlled through IoT.  Both are primarily used in large-scale 

projects and industrial use cases on the Internet.  It is crucial to 

test the market as new players enter and to come up with new 

features as other IoT system vendors enter. It is necessary to check 

if the vendor is the managed security service provider (MSSP). 

Managed security services (MSS) are network security services 

that have been outsourced to a service provider. A company 

providing such a service is a MSSP. 
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3.1.9 GDPR requirements in IoT context 

 

 IoT and Data Protection Impact Assessments (DPIA) is a 

process designed to help systematically analyze, identify 

and minimize the data protection risks of a project or 

plan45.  The value of DPIA in the IoT context is important 

under the GDPR.  The GDPR has very clear rules when it 

comes to the impact assessment of data protection.  

These are necessary when a new, specific type of 

processing of personal data may result in a high risk of 

compromising the rights and freedoms of the data subject 

and especially when it involves new technologies.  When 

personal data is processed using IoT, determine whether 

you need a recommended DPIA. 

 

 IoT legal requirements used for the storage of personal 

data are a major aspect of the GDPR.  Consent is one of 

the legal requirements, and it may require explicit consent 

in several IoT applications where consent is required.  It 

is important to identify the best legal basis for lawful 

processing as consent is certainly not always the way to go.  

                                                      
45 What is DPIA? https://ico.org.uk/for-organisations/guide-to-data-

protection/guide-to-the-general-data-protection-regulation-gdpr/data-

protection-impact-assessments-dpias/what-is-a-dpia/  

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/what-is-a-dpia/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/what-is-a-dpia/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/what-is-a-dpia/
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However, for some complicated cases, no general advice 

can be given.  As legal processing may specifically depend 

on the case of use, it is necessary to think about where, 

when, and how to get the permission, or what other legal 

grounds are better suited.  In some cases, it will simply be 

a matter of optional provisions for contracts (e.g. smart 

metering in agreements with utility companies), in others 

it will be more complicated (e.g. in-store retail applications 

and the use of the IoT for marketing purposes).  Although 

the GDPR explicitly raised the bar with respect to consent, 

there are other grounds for lawful processing. It is 

important to examine all these options, as some may fit 

into the context of the IoT venture, depending on the 

intent, personal data types and more factors. 

 

 IoT data breaches must be documented and reported as 

described in the previous sections if they affect personal 

data and under specific conditions.  Whether you are 

using consumer IoT devices and software in your company 

or considering IoT use cases in an Industrial Internet 

context where personal data are leveraged with other 

types of connected devices, ensure that the full system, 

including software applications, networking, cloud, etc., is 

implemented in a secure environment with security 

controls and policies.  These levels also include data and 
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information streams further along the road. 

 

3.1.10 Other IoT GDPR focus areas 

 

Other focus areas include specific regulations on the storage of 

personal data involving children, the right of erasure (refer to the 

previous sections) and the right of access to personal data.  As 

device makers have a greater interest in expanding IoT than 

uplifting cybersecurity, more regulations related to IoT have to be 

issued.  In the digital economy, the demands for regulation are 

greater in the EU and beyond. For example, in February 2017, 

members of the European Parliament started calling for EU-wide 

robots and artificial intelligence guidelines. 

 

It is evident that IoT, Big Data, robots and AI are interrelated in the 

digital world.  And in the context of GDPR, laws, confidentiality, 

data loss and compliance / security obligations are important.  

The impact is crucial if they are not accomplished, and as for IoT, 

the stakes are too high, from a security point of view, not only for 

the fines, but also for the market. 

 

The adoption of IoT is linked to the trust of both customers and 

organizations, which is the trust in security, the consistency in the 

use of data, clear information, and etc.  Statista issued statistical 

data that 39% of European consumers disagreed entirely with the 
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statement that IoT manufacturers provide sufficient information 

on the data / information they collect46.  In light of the status quo, 

the IoT sector is expected to be heavily influenced by the GDPR 

and to raise awareness of the situation of the economic impact in 

the particular industry, which transfers controls over the use of 

information to individuals significantly. One of the GDPR's basics 

is that people need to give clear consent, and they always have the 

right to know what, who and why their personal data are 

processed. 

 

According to a research carried out by 25 data protection 

regulators around the world and coordinated by the Global Privacy 

Enforcement Network, it is found that 59 percent of devices failed 

to adequately explain to customers how their personal 

information was collected, used and disclosed, and 68 percent 

failed to properly explain how the information was stored47.  300 

                                                      
46 Statista, “Level of agreement regarding internet of things (IoT) 

manufacturers sufficiently informing consumers about information the devices 

can collect in europe in 2016,” 2016, 

https://www.statista.com/statistics/609021/trust-in-iot-device-manufacturers-

eu/  

47 60% of IoT devices falling short on privacy and data protection, 

https://inform.tmforum.org/news/2016/09/60-iot-devices-falling-short-

privacy-data-protection/  

https://www.statista.com/statistics/609021/trust-in-iot-device-manufacturers-eu/
https://www.statista.com/statistics/609021/trust-in-iot-device-manufacturers-eu/
https://inform.tmforum.org/news/2016/09/60-iot-devices-falling-short-privacy-data-protection/
https://inform.tmforum.org/news/2016/09/60-iot-devices-falling-short-privacy-data-protection/
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devices like smart electricity meters, internet-connected 

thermostats and watches that monitor health were among the 

devices that were tested.  

 

There should be more regulations for specific industries, such as 

banking and finance, where personal data and security are of 

paramount importance, and more regulations in the connected 

robotics area, AI, IoT, and etc., as well as in other regions outside 

the EU context. 

 

With the rising stakes and escalating threats, a lack of 

commitment to security and personal data should not be tolerated. 

And in many situations, the consequences will be devastating.  

Experts who are well acquainted with the unique risks associated 

with IoT and related technologies and enforcement, legislation 

and security are needed when making a case for IoT 

implementation. 

 

3.2  US Standard 

 

The US National Institute of Standards and Technology (NIST) 

defines a model with building blocks (primitives) of IoT48.  In this 

                                                      
48 NIST Special Publication 800-183, Networks of ‘Things’,  
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model, IoT and Network of Things (NoT) are used interchangeably. 

IoT is an instantiation of a NoT, which means, IoT has its “things” 

tethered to the Internet. Examples of NoT include social media 

networks, sensor networks, Industrial Internet, etc.  

 

Primitive represents the basic components from which larger 

blocks or systems can be built.  Each primitive injects a behavior 

representing that “thing” into the workflow and dataflow of 

IoT/NoT. It offers the composition and information exchange 

among differently purposed networks, and clarify the concerns 

regarding interoperability, composability, and continuously-

binding assets.  The primitives also expose the ingredients that 

can express how the IoT/NoT behaves. 

 

3.2.1 Primitives of IoT/NoT 

 

3.2.1.1 Primitive #1: Sensor 

 

A sensor is an electronic utility that measures physical properties 

such as temperature, weight, sound, etc. Fundamental 

characteristics of sensor include: 

 

                                                      

http://dx.doi.org/10.6028/NIST.SP.800-183  

http://dx.doi.org/10.6028/NIST.SP.800-183
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1. Sensors are physical; some may have an Internet access 

capability.  

2. Sensor output is data.  

3. A sensor may also transmit device identification 

information, such as via Radio Frequency Identification 

(RFID) 

4. Sensors may have an identity or have the identity of the 

‘thing’ to which they are attached.  

5. Sensors may have little or no software functionality and 

computing power; more advanced sensors may have 

software functionality and computing power.  

6. Sensors may be heterogeneous, from different 

manufacturers, and collect data, with varying levels of data 

integrity.  

7. Sensors may be associated with fixed geographic locations 

or may be mobile.  

8. Sensors may provide surveillance.  Cameras and 

microphones are sensors.  

9. Sensors may have an owner(s) who will have control of the 

data their sensors collect, who is allowed to access it, and 

when.  

10. Sensors will have pedigree – geographic locations of origin 

and manufacturers.  Pedigree may be unknown, and 

suspect.  
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11. Sensors may be cheap, disposable, and susceptible to 

wear-out over time.  

12. There may be differentials in sensor security, safety, and 

reliability, e.g., between consumer grade, military grade, 

industrial grade, etc.  

13. Sensors may return no data, totally flawed data, partially 

flawed data, or correct and acceptable data.  Sensors may 

fail completely or intermittently.  They may lose 

sensitivity or calibration.  

14. Sensors are expected to return data in certain ranges, e.g., 

[1 … 100].  When ranges are violated, rules may be 

needed on whether to turn control over to a human or 

machine when ignoring out-of-bounds data is 

inappropriate.  

15. Sensors may be disposable or serviceable in terms of 

calibration, sensitivity or other forms of refresh.  

Complex and expensive sensors may be repaired instead of 

replaced.  

16. Sensors may be powered in a variety of ways including 

alternating current (AC), solar, wind, battery, or passively 

via radio waves.  

17. Sensors may be acquired off-the-shelf or built to 

specification.  
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18. Sensors acquire data that can be event-driven, driven by 

manual input, command-driven, or released at pre-defined 

times.  

19. Sensors may have a level of data integrity ascribed.  

20. Sensors may have their data encrypted to void some 

security concerns. 

21. Sensors should have the capability to be authenticated as 

genuine.  

22. Sensor data may be sent and communicated to multiple 

NoTs.  A sensor may have multiple recipients of its data. 

Sensor data may be leased to one or more NoTs.  

23. The frequency with which sensors release data impacts the 

data’s currency and relevance.  Sensors may return valid 

but stale data.  Sensor data may be ‘at rest’ for long 

periods of time.  

24. A sensor’s precision may determine how much information 

is provided.  Uncertainty of sensor data should be 

considered.  

25. Sensors may transmit data about the “health” of a system, 

such as is done in prognostics and health management 

(PHM).  

26. Humans are classified as an eUtility of the fourth primitive. 

When classified as an eUtility, humans can still act in a 

sensor-like role by manually feeding data into a NoT’s 

workflow and dataflow.  
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27. Humans can influence sensor performance through failure 

to follow policy, sensor misplacement, etc. (or their 

positive analogs).  Humans are potential contributors to 

sensor failures.  

28. Security is a concern for sensors if they or their data is 

tampered with, stolen, deleted, dropped, or transmitted 

insecurely so it can be accessed by unauthorized parties. 

Building security into specific sensors may or may not be 

necessary based on the overall system design.  

29. Reliability is a concern for sensors.  

 

3.2.1.2 Primitive #2: Aggregator 

 

An aggregator is a software implementation based on 

mathematical function(s) that transforms groups of raw data into 

intermediate, aggregated data.  Fundamental characteristics of 

aggregator include: 

 

1. Aggregators may be virtual due the benefit of changing 

implementations quickly and increased malleability.  A 

situation may exist where aggregators are physically 

manufactured, e.g., a field-programmable gate array 

(FPGA) or hard-coded aggregator that is not 

programmable.  Aggregators may also act in a similar way 

as n-version voters. 
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2. Aggregators require computing horsepower, however this 

assumption can be relaxed by changing the definition and 

assumption of virtual to physical, e.g. firmware, 

microcontroller or microprocessor. For example, 

aggregators could execute on faster hardware such as a 

smartphone.  Aggregators will likely use weights to 

compute intermediate, aggregated data.  

3. Aggregators have two actors for consolidating large 

volumes of data into lesser amounts: clusters, and weights. 

Aggregators process big data concerns within NoTs and 

satisfy this role computational “performance enhancing” 

technologies will be needed.  This is the only primitive 

with actors.  

4. Sensors may communicate directly with other sensors and 

thus act in some situations quite similar to aggregators.  

5. Intermediate, aggregated data may suffer from some level 

of information loss.  Proper care in the aggregation 

process should be given to significant digits, rounding, 

averaging and other arithmetic operations to avoid 

unnecessary loss of precision.  

6. For each cluster, there should be an aggregator or set of 

potential aggregators.  

7. Aggregators are: (1) executed at a specific time and for a 

fixed time interval, or (2) event-driven.  
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8. Aggregators may be acquired off-the-shelf.  Note that 

aggregators may be non-existent and will need to be 

home-grown. This may create a problem for huge volumes 

of data within a NoT.  

9. Some NoTs may not have an aggregator, e.g., a single light 

sensor will send a signal directly to a smart lightbulb to 

turn it off or on.  

10. Security is a concern for aggregators (malware or general 

defects) and for the sensitivity of their aggregated data. 

Further, aggregators could be attacked, e.g., by denying 

them the ability to operate/execute or by feeding them 

bogus data.  

11. Reliability is a concern for aggregators (general defects).  

 

Actor #1: Cluster (or “Sensor Cluster”)  

 

A cluster is an abstract grouping of sensors that can appear and 

disappear instantaneously. Fundamental characteristics of cluster 

include: 

 

1. Clusters are abstractions of a set of sensors along with the 

data they output—clusters may be created in an ad hoc 

manner or organized according to fixed rules.  

2. Clusters are not inherently physical.  
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3. Ci is essentially a cluster of the sensor data from n ≥ 1 

sensors, {d1, d2, d3, …, dn}.  

4. Ci may share one or more sensors with Ck, where i ≠ k, 

or with other NoTs.  This is somewhat important, because 

competing organizations may be receiving data that they 

believe to be unique and purposed only for them to receive, 

and not realizing a competitor is also receiving the same 

sensor data.  

5. Continuous-binding of a sensor to a cluster may result in 

little ability to mitigate trustworthiness concerns of a real-

time NoT if the binding occurs late.  

6. Clusters are malleable and can change their collection of 

sensors and their data at any time.  

7. The composition of clusters is dependent on what 

mechanism is employed to aggregate the data, which 

ultimately impacts the purpose and requirements of a 

specific NoT. 

 

Actor #2: Weight 

 

Weight is the degree to which a particular sensor’s data will impact 

an aggregator’s computation. Fundamental characteristics of 

weight include: 

 

1. A weight may be hardwired or modified on-the-fly.  
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2. A weight may be based on a sensor’s perceived 

trustworthiness, e.g., based on who is the sensor’s owner, 

manufacturer, geographic location where the sensor is 

operating, sensor age or version, previous failures or 

partial failures of sensor, sensor tampering, sensor delays 

in returning data, etc.  A weight may also be based on the 

worth of the data, uniqueness, relation to mission goals, 

etc.  

3. Different NoTs may leverage the same sensor data and re-

calibrate the weights per the purpose of a specific NoT.  

4. It is not implied that an aggregator is necessarily a 

functionally linear combination of sensor outputs. Weights 

could be based on other logical insights, such as the 

following: if sensor A output is greater than 1 use Sensor B 

output else use Sensor C’s output.  

5. Aggregators may employ artificial intelligence techniques 

to modify their clusters and weights on-the-fly.  

6. Weights will affect the degree of information loss during 

the creation of intermediate data. 

7. Redundant sensors may increase a sensor’s weight if a 

grouping of redundant sensor data is in agreement and 

produces the same result.  Repeated sampling of the 

same sensor might also affect a sensor’s weighting, either 

positively or negatively, depending on the continuity of a 

particular output value during a fixed time interval.  
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8. Security concerns for weights is related to possible 

tampering of the weights.  

9. The appropriateness (or correctness) of the weights is 

crucial for the purpose of a NoT.  

 

3.2.1.3 Primitive #3: Communication Channel 

 

A communication channel is a medium by which data is 

transmitted (e.g., physical via Universal Serial Bus (USB), wireless, 

wired, verbal, etc.). Fundamental characteristics of 

communication channel include: 

 

1. Communication channels move data between computing, 

sensing, and actuation.  

2. Since data is the “blood” of a NoT, communication 

channels are the “veins” and “arteries”, as data moves to 

and from intermediate events at different snapshots in 

time.   

3. Communication channels will have a physical or virtual 

aspect to them, or both.  Protocols and associated 

implementations provide a virtual dimension.  Wires 

provide a physical dimension.  

4. Communication channel dataflow may be unidirectional or 

bi-directional.  There are a number of conditions where 

an aggregator might query more advanced sensors, or 
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potentially recalibrate them in some way (e.g., request 

more observations per time interval).  

5. No standardized communication channel protocol is 

assumed; a specific NoT may have multiple communication 

protocols between different entities.  

6. Communication channels may be wireless.  

7. Communication channels may be an offering (service or 

product) from third-party vendors. 

8. Communication channel trustworthiness may make 

sensors appear to be failing when actually the 

communication channel is failing.  

9. Communication channels can experience disturbances, 

delays, and interruptions.  

10. Redundancy can improve communication channel 

reliability.  There may be more than one distinct 

communication channel between a computing primitive 

and a sensing primitive.  

11. Performance and availability of communication channels 

will greatly impact any NoT that has time-to-decision 

requirements.  

12. Security and reliability are concerns for communication 

channels.  
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3.2.1.4 Primitive #4: eUtility (external utility) 

 

An eUtility (external utility) is a software or hardware product or 

service. Fundamental characteristics of eUtility include: 

 

1. eUtilities execute processes or feed data into the overall 

workflow of a NoT.  

2. eUtilities could be acquired off-the-shelf from 3rd parties.  

3. eUtilities may include databases, mobile devices, misc. 

software or hardware systems, clouds, computers, CPUs, 

etc.  The eUtility primitive can be subdivided, and 

probably should be decomposed to make this model less 

abstract.  

4. eUtilities, such as clouds, provide computing power that 

aggregators may not have.  

5. A human may be viewed as a eUtility.  A human is 

sometimes considered as a ‘thing’ in public discourse 

related to IoT.  

6. Data supplied by an eUtility may be weighted.  

7. An eUtility may be counterfeit.  

8. Non-human eUtilities may have device ID.  

9. Security and reliability are concerns for all eUtilities.  

 

 



Assist Hong Kong SMEs in connecting with global Internet of Things (IoT) 
industries and enhancing technology capabilities 

Hong Kong Wireless Technology Industry Association 
Hong Kong Productivity Council 

Page 99 of 151  

3.2.1.5 Primitive #5: Decision Trigger 

 

A decision trigger creates the final result(s) needed to satisfy the 

purpose, specification, and requirements of a specific NoT. 

Fundamental characteristics of decision trigger include: 

 

1. A decision trigger is a conditional expression that triggers 

an action.  A decision trigger’s outputs can control 

actuators and transactions.  Decision triggers abstractly 

define the end-purpose of a NoT.  

2. A NoT, may or may not control an actuator (via a decision 

trigger).  

3. A decision may have a binary output, but there will also be 

situations where the output of a decision trigger is a non-

discrete output, i.e., a continuum of output values.  

4. A decision trigger may have a built-in adaption capability 

as the environment element changes.  

5. A decision trigger will likely have a corresponding virtual 

implementation, i.e., code. 

6. A decision trigger may have a unique owner.  

7. Decision triggers may be acquired off-the-shelf or 

homegrown.  

8. Decision triggers are executed at specific times or may 

execute continuously as new data becomes available.  

9. Decision trigger results may be predictions.  
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10. Analytics could be implemented within decision triggers, 

however analytics could also be implemented within 

aggregators (that are executed by eUtilities).  

11. If a decision trigger feeds data signals into an actuator, 

then the actuator may be considered as a eUtility if the 

actuator feeds data back into the NoT.  Also, an actuator 

can and often should be considered as a component of the 

environment element.  This model treats actuators as 

“consumers” of the outputs from decision triggers. 

Actuators are ‘things,’ but not all things are primitives in 

this model.  

12. A decision trigger may feed its output back into the NoT 

creating a feedback loop.  

13. It is fair to view a decision trigger as an if-then rule, 

although they will not all have this form.  

14. The workflow up to decision trigger execution may be 

partially parallelizable.  

15. Failure to execute decision triggers at time tx may occur 

due to tardy data collection, inhibited sensors or eUtilities, 

inhibited communication channels, low performance 

aggregators, and a variety of other subsystem failure 

modes.  

16. Economics and costs can play a role in the quality of the 

decision trigger’s output.  
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17. There may be intermediate decision triggers at any point 

in a NoT’s workflow.  

18. Decision triggers act similarly to aggregators, and can be 

viewed as a special case of aggregator.  

19. Security is a concern for decision triggers (malware or 

general defects). Other possibilities here might be indirect 

manipulation of input values to the trigger by tampering 

with or restricting the input values.  

20. Reliability is a concern for decision triggers (general 

defects).  Decision triggers could be inconsistent, self-

contradictory, and incomplete.  Understanding how bad 

data propagates to affect decision triggers is paramount. 

Failure to execute decision triggers at time tx may have 

undesired consequences.  

 

3.2.2 Strategic Principles for Securing the IoT 

 

Strategic Principles for Securing the IoT49  is issued by the U.S. 

Department of Homeland Security in November, 2016, addressing 

the security challenges brought about by the rapid growth of IoT 

and the importance of enhancing its security to the public.  It 

                                                      
49 Strategic Principles for Securing the Internet of Things (IoT) Ver. 1.0, 

https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for

_Securing_the_Internet_of_Things-2016-1115-FINAL.pdf  

https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for_Securing_the_Internet_of_Things-2016-1115-FINAL.pdf
https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for_Securing_the_Internet_of_Things-2016-1115-FINAL.pdf
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brings together government officials and IT experts to advance the 

IoT architecture and safeguard the IoT ecosystem. 

 

As IoT is further extended into the US critical infrastructure, the 

flow of information between the inter-connected devices is 

increasingly prone to cyber threats. Security loopholes can 

severely jeopardize the nation’s security and result in destructive 

consequences, such as interruption of business operations, loss of 

privacy data, disruption of internet functionality and other critical 

infrastructure.  One of the challenges of enhancing IoT security 

is that stakeholders may find it time-consuming and tedious to 

evaluate the security features of competing options.  There are 6 

principles applied through a risk-based approach and be taken 

specifically according to the business context and the IoT device. 

 

3.2.2.1 Incorporate Security at the Design Phase 

 

Due to the inadequacy of widely-adopted international norms and 

standards for IoT security in present, a major challenge of 

implementing security measures is the non-specific liability and 

the possible shift of responsibility of security decisions among 

stakeholders who have participated in the preliminary design or 

the subsequent development of the device.  Thus, it is 

recommended to incorporate security from the very beginning till 

the execution of the product.  Designers, manufacturers and 
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service providers should view security as an integral feature of the 

network-connected devices. This helps lay a trustworthy 

foundation less vulnerable to potential disruptions, and which is 

reliable to underpin additional features.  The following practices 

are recommended at the design phase.   

 

Names and passwords for IoT devices provided by the 

manufacturer are usually too common and simple and should be 

replaced by unique default user names and passwords to enable 

security.  The device should be built using the latest operating 

system that is technically viable and has averted all identified risks. 

Hardware that includes security features to strengthen protection 

of the device should be used as well.  For example, use computer 

chips to provide encryption and anonymity.  In addition, 

designers, manufacturers and service providers should always 

review their progress and consider the risks and the worst 

outcome for every decision they make throughout the production 

of the device so that they can react promptly to failures and avoid 

major disruption. 

 

By incorporating security at the design phase, it makes product 

differentiation in the future easier and more importantly, raises 

the security awareness of subsequent stakeholders so that they 

will be more willing to further secure the IoT product.  As a result, 
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a holistic security strategy can be promoted throughout the IoT 

process. 

 

3.2.2.2 Advance Security Updates and Vulnerability 

Management 

 

After the system has been deployed, vulnerabilities may be 

discovered.  Manufacturers should foresee the impacts of a 

device failure and the durability of the product.  By deploying 

timely security updates, cost of repair and disposal can be largely 

reduced.  Developers can consider different preventive 

measures, including security updates, patching, and adopt the 

suggested vulnerability management practices.  The device can 

be secured automatically over network connections.  By 

protecting the device through automated means, patches could 

be updated instantly and cryptographic integrity can be constantly 

sustained.  Developers should also strictly inform third-party 

vendors about any software updates so that they will incorporate 

the full set of protections in the consumer products.  Besides, 

they shall keep up with updated information for addressing 

vulnerabilities. For example, there are mechanisms that 

automatically ingest information from the real-time vulnerability 

reports sourced from the research and hacker communities. 

Vulnerabilities can therefore be more easily detected and acted 

upon as soon as they are detected.  Developers can also consider 
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developing a policy regarding the coordinated disclosure of 

vulnerabilities.  A system can be devised to provide instant 

information about any reported vulnerabilities and technical 

heads-up to developers, manufacturers and service providers. 

Finally, develop an end-of-life strategy for each IoT product.  IoT 

products and their security system may deteriorate across time 

and become no longer patchable or maintained.  Manufacturers 

and consumers should be informed the usability date, beyond 

which the IoT products cannot function optimally and should be 

disposed.  All these practices prepare manufacturers and 

developers for forthcoming glitches and ensure that the 

vulnerabilities can be resolved in time and will not be circulated in 

the IoT ecosystem. 

 

3.2.2.3 Build on Proven Security Practices 

 

It is helpful to look at some preexisting recognized practices in IT 

and network security.  Although these traditional approaches 

may not be entirely applicable to IoT, it serves as a starting point 

for IoT cybersecurity risk management. They are useful in 

detecting irregularities and vulnerabilities and help manufacturers 

taking immediate remedial measures.  

 

One common practice is to refer to the relevant Sector-Security 

Guidance to adopt appropriate security practices specific to their 
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industry.  For instance, some international professional bodies 

have issued Cybersecurity Best Practices for Modern Vehicles for 

the automotive industry, as well as Guidance on Postmarket 

Management of Cybersecurity in Medical Devices for the medical 

industry.  Also, manufacturers may consider layered defenses 

against cyberattacks that include user-level tools as potential entry 

points for hackers to disguise a specific vulnerability that cannot 

be currently rectified.  In addition, IT professionals should 

actively participate in information sharing platforms to exchange 

experience in dealing with current threats with the public and 

their IT partners.  By doing so, they can solicit feedback and 

attain insight into the application of cybersecurity practices in a 

more innovative and flexible way.  A more frequent discussion 

among IT experts is particularly important because not only 

refining the principles to various parties, but also advancing the 

progression of the international standards development for IoT. 

This helps foster security awareness in the long run. 

 

3.2.2.4 Prioritize Security Measures 

 

As risk diversifies across the IoT ecosystem, it is important to weigh 

the consequences of system failure or malicious activity across the 

consumer spectrum, which may include the operators and owners 

of the device.  By focusing on the potential consequences of 

device disruption on different users, it helps understand which 
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and where particular security measures can be put into effect to 

best mitigate the risks.  It is noteworthy that some security 

measures focus on one or more phases of the IoT development 

process. 

 

To start with, developers and manufacturers should clearly 

identify the intended use and environment of the device.  

Knowing how a device operates, which is fundamental to the 

implementation of security measures.  Developers can 

encompass security practices in the application, network, data and 

physical layers, and analyze where and how additional security 

strategies can be incorporated in the system.  Also, devices 

connected to business network should be authenticated before 

the industrial consumers are granted the permission to control 

them within their organization framework.  These practices 

allow developers to identify specific risks and adjust the 

rigorousness of different measures. 

 

3.2.2.5 Promote Transparency across IoT 

 

The sourcing of the software and hardware components of the 

devices should be highly transparent so that developers can trace 

back to the supply chain and assess the level of security and 

reliability of the components. 
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As typical profit maximizers, many developers and manufacturers 

would rather opt for low-cost and largely supplied software and 

hardware.  However, these IoT devices leverage on open source 

packages which make it difficult for them to identify the sources 

of each component parts.  Hence, vendor selection and the 

sourcing procedure of devices have to be more strictly regulated 

and monitored.  It is crucial to raise the manufacturers’ and 

industrial consumers’ awareness of risk assessment of the 

products so that they can mitigate threats in the most cost-

effective way, whether through product recall or consumer 

advisory. The following practices are suggested. 

 

Firstly, vendors and suppliers should be included in the on-going 

risk assessment process to get rid of potential third-party 

vulnerabilities.  At the same time, it builds up trust between the 

two parties, as well as the credibility and reputation of the vendor. 

Secondly, create a publicly disclosed mechanism for using 

vulnerability reports.  Companies can make use of Bug Bounty 

programs that rely on crowdsourcing methods to identify 

vulnerabilities that one company cannot identify alone.  Thirdly, 

employ a software bill of materials.  By providing a list of all the 

hardware and software components used in the device package, 

the device users can understand the risk following an incident 

more easily.  It also upholds the protection of intellectual 

property.  Through promoting transparency across the IoT 
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process, the stakeholders will have a higher motivation to 

incorporate security at every stage and will become less likely to 

shift the responsibilities.  By the same token, stakeholders will be 

provided an incentive to monitor one another in IoT risk 

management.   

 

3.2.2.6 Connect Carefully and Deliberately 

 

Careful network connection can help mitigate many potential 

threats arising from the Internet.  Hence, it is wise to guide and 

advise the IoT consumers on the purpose and necessity of network 

connections so that they can limit connectivity to the Internet 

where appropriate.  Some IoT devices can be operated without 

internet connections or with partial connection to specific ports. 

Consumers should consider prudently the risks associated with 

direct or continuous network connectivity.  Consumers can also 

make intentional connections to a local network instead of directly 

to the Internet.  In such cases, since the local network might be 

able to evaluate and retrieve any critical information, the 

Industrial Control Systems should be protected holistically.  

Finally, developers can build in controls for manufacturers, service 

providers, and consumers to disable or enable selective network 

connectivity according to the purpose of the IT device.  As an IoT 

device is exposed to many vulnerabilities in its lifecycle, it is also 

beneficial for manufacturers and developers to think thoroughly 
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about how its primary functions will be undermined upon a 

disruption. 

 

3.3  Japan Standard 

 

Japan promulgated the Cybersecurity Strategy in September 2015 

stating that the development of mechanisms, including the 

development of new business and technology, is to be advanced 

with the security of IoT, and it is essential to create innovative IoT 

business models to realize a safe and secure society.  IoT Security 

Guidelines 50  are issued by Ministry of Economy, Trade and 

Industry (METI) of Government of Japan, in which 5 guiding 

principles are recommended.  Under each of these principles, 

several risk-based cybersecurity measures and strategies are 

suggested for providers and users when developing IoT devices, 

systems, and services.  New risks on IoT and the protection of 

critical information, such as personal information and technology 

information are also addressed in the Guidelines. The 5 guiding 

principles are described in this section. 

  

 

                                                      
50 IoT Security Guidelines Ver. 1.0, http://www.iotac.jp/wp-

content/uploads/2016/01/IoT-Security-Guidelines_ver.1.0.pdf  

http://www.iotac.jp/wp-content/uploads/2016/01/IoT-Security-Guidelines_ver.1.0.pdf
http://www.iotac.jp/wp-content/uploads/2016/01/IoT-Security-Guidelines_ver.1.0.pdf
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3.3.1 Principle 1: Establish a basic policy with consideration 

of the nature of the IoT 

 

Malfunctioning or unauthorized operation of IoT devices or 

systems may be hazardous to property and even life.  Thus, it is 

essential for company executives to recognize IoT risks and take a 

leadership role in promoting security measures.  This guiding 

principle specifies Key concepts of IoT security measures that 

executives and all other stakeholders should recognize. 

 

 Key Concept 1: Executives are committed to IoT security 

o Each executive takes measures with consideration 

of the Cybersecurity Management Guidelines, 

establishes a basic policy on IoT securities for the 

enterprise and informs all employees of the 

enterprise of the basic policy while continuously 

grasping and reviewing the status of implementing 

the basic policy.  Furthermore, the executive 

develops a necessary system and human resources 

for the foregoing. 

 Key Concept 2: Prepare for internal fraud or mistakes 

o Recognize the potential possibility of internal fraud 

that will threaten the safety of the IoT and consider 

relevant measures.  
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o Prevent mistakes of the parties concerned and 

consider safety measures to redeem mistakes, if 

any. 

 

3.3.2 Principle 2: Recognize risks on IoT 

 

To take IoT security measures, it is necessary to specify items to be 

protected and conduct risk analysis, including other devices that 

are network-connected.  This principle describes 5 key concepts 

to be worked on for risk recognition. 

 

 Key Concept 3: Identify what to protect 

o From the viewpoint of the safe and secure IoT, 

specify original functions and information to be 

protected.  

o Specify connecting functions as protected items for 

the safety and security of original functions and 

information. 

 Key Concept 4: Assume what risks will result from 

connections 

o Assume risks on condition that devices and systems 

intended for closed networks will be used as IoT 

devices and networks.  
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o Assume risks in maintenance work and those 

resulting from the unauthorized use of 

maintenance tools 

 Key Concept 5: Assume what risks will spread from 

connections 

o Assume risks of the spread of security threats and 

failures from one device to the other devices that 

will be connected.  

o Assume an increase in the risk of the spread of 

repercussions if the measures of devices or systems 

connected are low in level. 

 Key Concept 6: Recognize physical risks 

o Assume risks of illegal operations of stolen or lost 

devices or physical attacks at locations without 

administrators.  

o Assume risks of third parties’ reading of 

information stored in used equipment or discarded 

equipment or the rewriting and re-selling of 

software. 

 Key Concept 7: Learn from past cases 

o Learn about examples of attacks and measures 

from past cases of attacks against ICT, including 

personal computers.  

o Learn about examples of attacks and measures 

from precedent IoT attack cases. 
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3.3.3 Principle 3: Consider a design to protect what should 

be protected 

 

In order to realize IoT security measures within limited budget and 

manpower, it is necessary to narrow down the protected items 

and isolate particular areas that should be protected.  This 

principle describes the 5 key concepts to be considered when 

designing what should be protected. 

 

 Key Concept 8: Make a design that protects each individual 

and all 

o Consider measures to protect individual IoT devices 

and systems against risks that stem from external 

interfaces, inclusion, and physical contact.  

o If measures for individual IoT devices or systems 

are not sufficient, consider measures to include IoT 

devices and systems at higher levels.      

 Key Concept 9: Make a design that will not cause trouble 

to connecting destinations 

o Consider a design that can detect abnormalities in 

IoT devices and systems.  

o Consider appropriate behaviors at times of 

detecting abnormalities. 

 Key Concept 10: Establish design consistency to ensure 

safety and security 
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o Visualize designs to achieve safety and security.  

o Confirm the mutual influence of designs to achieve 

safety and security. 

 Key Concept 11: Design to ensure Safety / Security even 

when connected to unspecified entities. 

o Consider a design to determine how IoT devices 

and systems should be connected according to the 

destination and connecting situation 

 Key Concept 12: Verify and evaluate a design to ensure 

safety and security 

o Verify and evaluate the designs of connecting 

devices and systems to ensure safety and security 

with consideration of risks unique to the IoT. 

 

3.3.4 Principle 4: Consider security measures on the network 

side 

 

In IoT where devices and systems with diverse functionalities and 

capabilities are connected to each other, it is important to 

consider security measures from the aspects of network.  This 

principal describes 4 key concepts in securing connection and 

construction of services and systems. 

 

 Key Concept 13: Provide a function to grasp and record the 

condition of devices 
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o Consider a function of grasping and recording the 

state of devices and their status of communication 

with other devices.  

o Consider a function to prevent records from being 

illegally deleted or falsified. 

 Key Concept 14: Properly establish network connections 

according to the function and use 

o Consider a method of network connections 

depending on the function and use of each 

network, and construct and connect to the network.  

o When considering the method of network 

connections, also consider the level of the function 

and performance of each IoT device. 

 Key Concept 15: Pay attention to the default settings 

o Secure default settings should be made when 

implementing or connecting IoT systems and 

services.  

o Bring the default settings to the users’ attention 

 Key Concept 16: Prepare / Provide an authentication 

function 

o Apply authentication functions for each IoT system 

or service that will ensure the security of the entire 

IoT system or service.  
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o Use a suitable authentication method based on the 

constraints on the functions and performance of 

IoT devices. 

 

3.3.5 Principle 5: Maintain a safe and secure state, and 

disclose and share vulnerability information 

 

It is normal that devices and systems are used in IoT for a long 

period (>10 years).  Thus, not only failures in devices but also 

environmental changes should be considered, including the 

deterioration of security measures and network environmental 

changes.  This guiding principle describes 5 key concepts, 

showing how stakeholders should maintain product safety and 

security. 

 

 Key Concept 17: Maintain product safety and security after 

product shipment and release 

o IoT system and service providers should consider 

and apply methods in a timely manner to 

implement updates and other necessary matters 

that are important from the security viewpoint of 

IoT devices. 

 Key Concept 18: Grasp IoT risks after shipment or release 

and keep relevant stakeholders informed of what should 

be observed 
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o Collect and analyze vulnerability information, and 

transmit the information to users and other system 

and service providers and operators.  

o Explain important points about security to users in 

advance.  

o Tell stakeholders what should be observed at each 

stage of the life cycle of IoT devices, i.e., the stages 

of installation, connection, operation, and 

maintenance, after the IoT devices are released 

and shipped. 

 Key Concept 19: Notify general users of connection risks 

o Inform general users of the damage that can be 

caused to not only them but also other entities as 

a result of careless connections and improper use, 

as well as the risks of affecting the environment, 

along with matters to be observed by them. 

 Key Concept 20: Recognize the roles of the stakeholders of 

IoT systems and services. 

o Arrange the roles of IoT device manufacturers, IoT 

system and service providers, and general users. 

 Key Concept 21: Grasp all vulnerable devices and give 

appropriate cautions. 

o Construct a mechanism to grasp IoT devices on the 

network and identify the vulnerability IoT devices.  

o If an IoT device with vulnerability is identified, call 
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attention to the general users of the vulnerable IoT 

device. 
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4. Post Event Review 

As the 5th generation wireless systems are globally launched soon 

and IoT is taking the center stage as devices to form a major 

portion of this 5G network paradigm.  Hong Kong Wireless 

Technology Industry Association had been approved a SME 

Development Fund project to assist Hong Kong SMEs of 

Information & Communications Technology and Electronics to 

enhance their technology capabilities expanding their markets in 

global IoT industries. 

 

Hong Kong Wireless Technology Industry Association consigned 

Hong Kong Productivity Council to organize two seminars, ten 

technical workshops and one day conference to support Hong 

Kong SMEs to understand the latest technologies, cyber securities 

and more IoT standards, as well as to seize the business 

opportunities. 

 

4.1  Kick off Seminar  

 

The three hours kick off seminar:「物聯網產業及技術」研討會 

was held on 26 April 2019 at HKPC to attract around 100 

participants, who are interested in information and 

communication technology and electronics industries.  The 
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purpose of this seminar were to introduce the schedule of 

forthcoming events, arouse Hong Kong SMEs’ interest to 

participate in this initiatives and share the latest trends of IoT 

industries.   

 

In this seminar, the speakers provided the general ideas of IoT 

technologies and the importance of cybersecurity with some 

share cases to the audiences.  The topics are shown below.  

 

Topics Speakers 

致開幕辭 羅國明先生  

香港無線科技商會主席 

物聯網的資安管理 梁兆昌先生 

香港電腦保安事故協調中心 

建築。物聯網 楊錦泉先生 

華一科技有限公司  

物聯網如何改變我們的生活 黃韋龍先生及陳曉欣小姐 

While True Codes 

  

Figure 4-1: Kick off Seminar 
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4.2  One day IoT TechConnect Conference  

 

The one day IoT TechConnect Conference was held on 19 

September 2019 at HKPC to attract over 200 participants, who are 

interested in information and communication technology and 

electronics industries.   

 

The conference is a large event to invite business owners, decision 

makers, experts in IoT technologies and cyber security unveiling 

the latest development trend of IoT technologies, cybersecurity 

and IoT standards to provide the business opportunities between 

Hong Kong IoT manufacturers with international IoT vendors and 

stakeholders. 

 

Topics Speakers 

Welcome Remarks  Mr Roy LAW 

Chairman  

Hong Kong Wireless Technology Industry 

Association 

Open Remarks  Dr Bernard CHAN Pak-li, JP 

Under Secretary of Commerce and 

Economic Development  

Hong Kong Special Administrative Region 

How IoT is Reshaping SMEs Dr Lawrence CHEUNG 
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Chief Innovation Officer 

Hong Kong Productivity Council 

5G Era: Development Strategy 

of China Smart Vehicle 

Mr ZHAO Deng Lu 

Marketing Director 

ZTE Corporation 

Connect and Materialise the 

Cloud Platform to Devices: 

Asia’s role in the Global IoT 

Revolution   

Mr Michael NG 

Executive Director 

Karin Group 

Mr Josh CHAI 

CEO 

SoftChef 

Internet of Construction 

Opportunity 

Mr Edward WONG 

Executive Director 

Infotronic Technology Limited 

Do we need Wi-Fi 6? Ms Linda HUI 

Managing Director 

Ruckus Networks 

Panel Discussion: How 5G and 

IoT is Empowering the City 

Moderator: Dr Lawrence 

POON, General Manager of 

APAS R&D Centre, HKPC 

Mr Alex CHENG 

Principal Engineer 

China Mobile Hong Kong 

Mr Thomas Cheng 

Head of Digital Services 

Ericsson 

Mr Nick TANG 



Assist Hong Kong SMEs in connecting with global Internet of Things (IoT) 
industries and enhancing technology capabilities 

Hong Kong Wireless Technology Industry Association 
Hong Kong Productivity Council 

Page 125 of 151  

Regional Engineer Manager 

Rohde & Schwarz Hong Kong 

Cybersecurity insurance, how 

it helps to increase visibility? 

Mr Antony MA 

CEO  

Hoplite Technology Limited 

Approach to secure IoT 

devices: From a home 

appliance manufacturer 

perspective  

Mr Hikohiro Y LIN 

Product Security Global Strategy 

Department General Manager and Head 

of Panasonic PSIRT 

Panasonic Corporation 

Clarity for Operational 

Technology Networks  

Mr G-Mond LAU 

Certified Consultant  

Claroty 

A More Efficient Way to 

Secure IoT in Your Enterprise 

Mr Patric WU 

System Engineer 

Palo Alto Networks 

Looking Beyond the 

Perimeter: An Immune System 

for Smart and Digital 

Environments  

Ms Yvette LAU 

Account Executive Team Lead 

Darktrace 

 



Assist Hong Kong SMEs in connecting with global Internet of Things (IoT) 
industries and enhancing technology capabilities 

Hong Kong Wireless Technology Industry Association 
Hong Kong Productivity Council 

Page 126 of 151  

 

  

  

  

Figure 4-2: One day IoT TechConnect Conference 
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4.3  Ten Technical Workshops 

 

The ten technical workshops were held from 18 September 2019 

to 14 October 2020 at HKPC to attract around 30 participants in 

each workshop, who are interested in information and 

communication technology and electronics industries.  The 

purpose of these workshops were to guide Hong Kong SMEs 

gaining more insights into the IoT related technologies, 

cybersecurity, standards and related knowledge.  Also, the 

trainers could not only provide the explanations and relevant 

solving skills to Hong Kong SMEs on those technologies, but also 

giving the advices on the selection of standards for the products 

and / or services.  In addition, it could help to train up more 

professionals from electronics and ICT SMEs, and enhance their 

capabilities to develop the new potential businesses. 

 

Date Topics Speakers 

#1:  

18 Sept 2019 

Case studies in the 

application of Internet of 

Things in AI and Big Data 

Dr George NG 

CEO  

Datable Limited 

#2:  

18 Sept 2019 

Internet of Construction Mr Charles YEUNG 

Executive Director and 

General Manager 

Infotronic Technology Limited  
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Mr Ono LEUNG 

System Architect  

Infotronic Technology Limited 

Mr Johnson YIM  

CEO  

E-Business Solutions Limited  

#3: 

20 Sept 2019 

Enabling the IoT 

Connected World 

Through Cyber Security 

Mr Kev HAU 

Head of Security Engineer, 

North Asia  

Check Point Software 

Technologies Limited 

Mr Sherman CHOW 

Cloud Security, Regional Sales 

Director, North Asia and 

China 

Check Point Software 

Technologies Limited 

#4:  

20 Sept 2019 

Smart Building DIY - IoT 

Hands-on Workshop 

Mr Josh CHAI 

CEO  

SoftChef 

Mr Frank XIAO 

R&D Programmer  

SoftChef 

Mr Ben IP 

Project Manager 
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Karin Group  

#5: 

20 Sept 2019 

AI Transformation on 

Image Analytics 

Mr Alan LEE 

Founder  

Risksis Technology Limited 

#6:  

23 Sept 2019 

P2P與未來互聯網 劉智聰先生 

始創人 

深圳巴克雲網絡科技有限

公司 

#7:  

24 Sept 2019 

Clarity for Operational 

Technology Networks 

Mr David LEUNG 

ICS CyberSecurity Consultant 

Claroty 

#8:  

12 Aug 2020 

迎接物聯網黃金十年工

作坊 

王正偉先生 

秘書長 

中關村物聯網產業聯盟 

#9:  

23 Sept 2020 

Cybersecurity and 

regulations concern for 

smart home devices   

Mr Kenny LEE 

Technical Manager  

Bureau Veritas Taiwan 

Mr Chris BAIRD  

Global Marketing Director  

Bureau Veritas Consumer 

Products Services 

Mr Billy HO 

Security Analyst  
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Hong Kong Productivity 

Council 

#10: 

14 Oct 2020 

5G & IoT: Towards a New 

Era of Wireless 

Communication 

Workshop 

Mr Thomas CHENG 

Head of Digital Service  

Ericsson HK & Macau 

Mr Alex KUN 

Head of Products & Services  

SmarTone 

 

  

Figure 4-3: Technical Workshop #1 

  

Figure 4-4: Technical Workshop #2 
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Figure 4-5: Technical Workshop #3 

  

Figure 4-6: Technical Workshop #4 

  
Figure 4-7: Technical Workshop #5 



Assist Hong Kong SMEs in connecting with global Internet of Things (IoT) 
industries and enhancing technology capabilities 

Hong Kong Wireless Technology Industry Association 
Hong Kong Productivity Council 

Page 132 of 151  

  
Figure 4-8: Technical Workshop #6 

  

Figure 4-9: Technical Workshop #7 

  

Figure 4-10: Technical Workshop #8 
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Figure 4-11: Technical Workshop #9 

  

 

Figure 4-12: Technical Workshop #10 
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4.4  Dissemination Seminar 

 

The three hours dissemination seminar: Seminar on The 

Development Trend of Global IoT Technologies was held on 22 

October 2020 at HKPC to attract around 100 participants, who are 

interested in information and communication technology and 

electronics industries.  The purpose of this seminar were to share 

the development trend of 5G and IoT technologies, as well as 

summarise the project result.  Also, the findings in the guidebook 

will also be disseminated through the seminar. 

 

Topics Speakers 

Welcome Speech  Mr Roy LAW 

Chairman  

Hong Kong Wireless Technology 

Industry Association 

The Value of IoT Technologies Mr Nelson TSE 

Founder 

Million Tech Development Ltd 

LPWAN IoT and Market Trends Mr Joe SUN 

General Manager 

Thinxtra 

Global IoT Security Trends and 

Challenges 

Mr Lawrence LAW 

Security Consultant 
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Hong Kong Computer Emergency 

Response Team Coordination Centre 

Leads us towards data-driven 

economy - AIoT and its 

ecosystems 

Mr Desmond CHAN   

Lead Consultant 

Hong Kong Productivity Council 

 

  

  

 
Figure 4-13: Dissemination Seminar 
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Conclusion  Conclusion  
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5. Conclusion 

“Assist Hong Kong SMEs in connecting with global Internet of 

Things (IoT) industries and enhancing technology capabilities” 

project could benefit over 10,000 Hong Kong SMEs related on the 

ICT and electronic industries, helping SMEs to enhance the value-

added content of products and services under the specific country 

requirements, and to increase international competitiveness. 

 

The application of IoT technology is in full swing in many countries. 

Not only the government and commercial companies, but also the 

public has started using IoT devices in their daily lives.  Hong 

Kong could be further developed in the area of IoT technologies to 

enhance the technology capabilities and expand the markets in 

global IoT industry.  

 

However, Hong Kong is lagging behind in the IoT security 

development, while US, Japan and EU have already developed 

standards, laws and regulations to deal with the security of IoT 

applications.  If IoT devices are not used properly, it may result in 

leakage of private information and subsequent disastrous impact.  

Since it takes a long time to develop its own standards, laws or 

regulations, Hong Kong can definitely make reference to and adopt 

those in other developed countries, such as US, Japan and EU. 
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Furthermore, many of the IoT security risks can simply be 

mitigated by a more careful use of the IoT devices.  For example, 

frequently change passwords, used the advance security systems, 

turning off the device if it is no longer in use, deleting all the data 

before the disposal of the IoT devices, etc, all these can help 

improve the security level of the IoT devices.  It is necessary for 

the Government and companies to promote and raise the security 

awareness of the staff or public when using the IoT devices.    
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